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What we hear...
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4@ Adversaries penetrate the architecture easily...

Goal: Demonstrate
asymmetric ease of
exploitation of DoD
computer versus efforts
to defend.
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Defense Advanced Research Projects Agency i We b pa g e

rsm | £

Infected .pdf
document

Result: Multiple remote
compromises of fully
security compliant and
patched HBSS* computer
within days:

« 2 remote accesses.

SEARCH FOR DARPA PEOPLE AND PROGQS

—r |

e 25+ local privilege
escalations.

+ Undetected by host HBSS Workstation
defenses. Penetration Demonstration

asp7goko_

Total Effort: 2 people, 3 days, $18K

HBSS* Costs: Millions of dollars a year for software and licenses alone
(not including man hours) 3

* = Host Based Security System (HBSS) Distribution A: Approved for Public Release, Distribution Unlimited.



DPA Users are the weak link...

Fin el = S re /23
Lrs = /23 Jane
PKL = oJare A )23
D/Séﬁfy/ad’ =Sire. /234
Gmar! = < dppe /534

Distribution A: Approved for Public Release, Distribution Unlimited.



Our physical systems are vulnerable to cyber incidents...

A1 Nation

The Washingfon Post

SATURDAY, JANUARY 16, 2010

U.S. plans o issue official protest to China over attack on Google

Y FLLEN NAKASHIMA

The United States will issue an
official protest to the Chinese
povernment over a major espio-
nage attack targeting Google’s
computer svstems and rights ac-
tivists® e-mail accounts that the
search-engine giant said originat-
ed in China.

“Wew] Lllbe issui ning aformal de-

cident” and seek an explanation,
he said. The move may signal a
shift for an administration that
has been reluctant, according to
China experts, t0 press sensitive
issues such as human rights, lest
it offend a country whose cooper-
ation it seeks in other areas.

On Tuesday, in a rare disclo-
sure by a major firm, Google an-
nounced that its “corporate infra-
structure” had been hacked and

Google, were affected.

Google also said it will no lon-
ger filter Internet searches on its
Chinese search engine, Goo-
gle.cn, Although it did notdirect-
Iy acense China, the Silicon Valley
technology titan threatened to
pull cut of the country if the gov-

ernment does not allow it to oper-
ate uncensored. Chinese officials
said that their laws ban hacking
.md t11.1t Cllm.i’h Inbemetl.'s open,

marche ded a
it Highly sophisticated and targeted &
st gttack” on Google corporate ps

The |« " Rod-
=wed jNfrastructure (known as Aurora). s

Small group of academics took
control of a car using Bluetooth
and OnStar. They were able to
disable the brakes, control the
accelerator, and turn on the
interior microphone. !

day. She is expected to allude to
the incident. “When she talks
about this issue, China will be
one of the countries she points
to,” an administration official
said.

“You couldnt have picked a
worse company to 11.1{_1( if }011
wanted to not irritajg o
icans.” said James A
ber and national seq
at the Center for 5
International Studi
their favorite child))
Google. The firm's ¢
advises President
technology, and its §
tions are seen as
novation that will d
economy.

Officials said the administra-
tion has raised concerns about
cybersecurity and Internet free-
dom with China before., But by
formally protesting to the Chi-
nese, the United States is elevat-
ing the issues to a new level, pol-
icy experts said. Richard N. Ro-

said his analysis of results from a
technology firm investigating the
attacks suggests that they “were
not state-sponsored or the work
of an elite, sophisticated group
steh as the Chinese military”
MNonetheless, said Sophie Rich-
ardson, Asia advocacy director

False speedometer reading

[1] K. Koscher, et al. "Experimental Security Analysis of a Modern Automobile,"

the IEEE Symposium on Security and Privacy, Oakland, CA, May 16-19, 2010.

in Proceedings of

Note that the car is in park...
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We are doing a lot, but we are losing ground...
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DPA Ground truth...
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Why?
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DPA We are divergent with the threat...

Unified Threat
10,000,000 |- Management
o 98,000,000
O
8 Security software
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DEC Seal  Stalker N Snort 125 lines of code*
0 ] ] ] ] | >
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* Malware lines of code averaged over 9,000 samples
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1YY These layers increase the “attack surface”...

1886888

Constant surface area
available to attack.

166888

Regardless of the
application size,
the system loads
the same number
of support
functions.

1088

188
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g

DLLs: run-time enwronment
= more commonality

Appllcatlon specific functions

28 48
file #

needed functions ———
A 4

total functions =

} For every 1,000 lines

of code, 1 to 5 bugs
are introduced.

158

288
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@ Users are being exploited by adversaries...

A recent Defcon contest challenged participants to crack 53,000 passwords.
In 48 hours, the winning team had 38,000.

40,000

30,000

Profile for the
winning team,
Team Hashcat.

20,000
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¥y Additional security layers often create vulnerabilities...

Current vulnerability watch list:

Vulnerability Title Fix Avail? Date Added

XXXXXXXXXXXX XXXXXXXXXXXX Local Privilege Escalation Vulnerability No 8/25/2010

XXXXXXXXXXXX XXXXXXXXXXXX Denial of Service Vulnerability Yes 8/24/2010 _
XXXXXXXXXXXX XXXXXXXXXXXX Buffer Overflow Vulnerability No 8/20/2010

XXXXXXXXXXXX XXXXXXXXXXXX Sanitization Bypass Weakness No 8/18/2010 —
XXXXXXXXXXXX XXXXXXXXXXXX Security Bypass Vulnerability No 8/17/2010 —
XXXXXXXXXXXX XXXXXXXXXXXX Multiple Security Vulnerabilities Yes 8/16/2010 _
XXXXXXXXXXXX XXXXXXXXXXXX Remote Code Execution Vulnerability No 8/16/2010

XXXXXXXXXXXX XXXXXXXXXXXX Use-After-Free Memory Corruption Vulnerability No 8/12/2010 _
XXXXXXXXXXXX XXXXXXXXXXXX Remote Code Execution Vulnerability No 8/10/2010

XXXXXXXXXXXX XXXXXXXXXXXX Multiple Buffer Overflow Vulnerabilities No 8 6 Of the
XXXXXXXXXXXX XXXXXXXXXXXX Stack Buffer Overflow Vulnerability Yes 4 vulnerabilities
XXXXXXXXXXXX XXXXXXXXXXXX Security-Bypass Vulnerability No 4§ are in secu rlty
XXXXXXXXXXXX XXXXXXXXXXXX Multiple Security Vulnerabilities No g SOftwa re
XXXXXXXXXXXX XXXXXXXXXXXX Buffer Overflow Vulnerability No 7/29/2010

XXXXXXXXXXXX XXXXXXXXXXXX Remote Privilege Escalation Vulnerability No 7/28/2010 _
XXXXXXXXXXXX XXXXXXXXXXXX Cross Site Request Forgery Vulnerability No 7/26/2010

XXXXXXXXXXXX XXXXXXXXXXXX Multiple Denial Of Service Vulnerabilities No 7/22/2010

Color Code Key: Vendor Replied — Fix in development | Awaiting Vendor Reply/Confirmation | Awaiting CC/S/A use validation
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We amplify the effect by mandating uniform
architectures

.&3.1 EXECUTIVE OFFICE OF THE PRESIDENT
LS OFFICE OF MANAGEMENT AND BUDGET
e WASHINGTON, D.C. 20503

DEFUTY DIRECTOR
FOR MANAGEMENT

March 22, 2007
M-07-11
MEMORANDUM FOR THE HEADS OF DEPARTMENTS AND AGENCIES

FROM: Clay Johnson
Deputy Director for Manazemeﬂr

SUBJECT: Implementation of Commonly Accepted Security Configurations for
Windows Operating Systems

To improve information security and reduce overall IT operann%“osls agencies who
have Windows XP ™ deployed and plan to upgrade to the Vista™ operating system, are
directed to adopt the security configurations developed by the National Institute of
Standards and Technelogy (INIST), the Department of Defense (DoD)) and the
Department of Homeland Security (DHS).

The recent release of the Vista™™ operating sys\m provides a unique opportunity for
agencies to deplov secure conﬁmanon.s for the M§st time when an operating system is

f{)r\lfnmiowsXP_\’I ating e : M oerforance

improved, and overall

Agencieswiththeseopd 1 O LITIPTOVE Iﬂfﬂﬁ'ﬂahﬂﬂ security and reduce overall IT npemnngmm.t&. agencies who

must adopt these standa

cesedommte)  have Windows XP ™ deploved and plan to upgrade to the Vista™ operating system. are

fisma@omb eop.gov.

oimpoveoscary | cjrected to adopt the secunty configurations developed by the National Institute of

requirement, please con

Tectwologyar 002303 Standards and Technology (NIST), the Department of Defense (DoD)) and the
Department of Homeland Security (DHS).
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The US approach to cyber security is dominated by a strategy
that layers security on to a uniform architecture.

We do this to create tactical breathing space,
but it is not convergent with an evolving threat.

Distribution A: Approved for Public Release, Distribution Unlimited.
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@ Business incentives matter...

Understanding them in the context of ‘game theory’ reveals the
problem.

Bot Herder strategy example:

' Traditional ! Bot Herder
. C2 Botnet Bot Herder Return Antivirus Antivirus
: : Cost Cost Return

Strategy 1: Short | Long
“Storm”

XOR* branch  Solution exists:

weekly patch, —
kills branch Small High High Low High

Botnet

New :
| P2P Botnet | Solution needed: Small High | © High Low
| i high cost solution, —
| Strategy 2: kills tree
' AES™ branch

Root : Tree : Branch

The security layering strategy and antitrust has created cross
incentives that contribute to divergence.

= “exclusive or” logical operation

% = Advanced Encryption Standard
15
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Layering and uniformity have created unintended
DARPA . .
consequences... we are in need of new choices...

Examples:
Unintended
Belief Approach Example consequence
Defense in depth Uniform, layered Host Based Security Larger attack surface
network defense System introduces more areas
of exploitability
Homogeneous targets
that amplify effects...
Users are best line of Operator hygiene 15 character password  Users take short cuts
defense and become enemy
assets...
The interplay of technology, Antitrust law Competition and Cross incentives that
policy, incentives will favor rulings, use of independence in undermine security
better security. COTS security software and

COTS

We need new choices that create:
» Users as the best line of defense without impeding operations.
« Layered defense without increasing surface area for attack.
« Heterogeneous systems that are inherently manageable.

16
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UNCLASSIFIED

We missed it too...
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UNCLASSIFIED

DARPA Buying time by denying the attacker the easy mod...| Pesign

Cyber Genome provides an alternative to signature-based malware detection
schemes that are trivial to defeat through small variations in malware signatures.

Leverage Bio-Inspired constructs to create the cyber equivalent of fingerprints and DNA

« Autonomously map digital artifacts to identify the cyber genetics and heredity.
« Determine the provenance of the malware.

Currently, a change to a single bit or letter in a large file changes the signature of that file.
« Anti-virus technologies can only scan for known signatures and limited heuristics.

Cyber Genome will derive core “Cyber DNA” to defend against malware variants instead of signatures.

Conficker Variant A

/I ¥, Conficker Variant B
R / O R \x\%c’% —
‘Mm‘ams.omn ‘§ ‘w> ‘ = )‘ \\I'\l\ (\3\0\ p (\QJ \§‘ & i L= " P
e, Conficker Variant C || Conficker Variant D
nomial 2.01.0) | | Dos (103.0) D z
il U‘Z&\O& W —
2 [ )3Q & o Conficker Variant E
@ ps (3.0/L.0) umaj 7 \/\)( A
A/\? ¢\ .
((} mk> (lea(l \ stat Ps (8.0) n mal (12.0/1.0) .0/1. ()e Q
//Ki }91 ” R p\ g \\(
‘nomm!(lfn/!o)‘ ‘nonnnl(!ﬂ)‘ ‘pi(“"lo)‘ ‘nenml(do/lﬂ)‘ P t t- . t t.
rotection against entire
Malware Decision Tree Extracted “Cyber DNA” families of malware
y
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Getting convergent... New Programs....
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Manageable diversity (CRASH*)

OPAMP:JI .
Pathogen . . Preventlng common attaCkS-

Pathogen ,/'/ \ R .
/5) e ° o « Adapting in response to
i?sa% O — 1200 unanticipated attacks.

& » ° \ h >4 - Create diversity so attacker has
»F o -_aop%/ to deal with heterogeneity.

( /Coeofgs |
) N =
N —_ \MHCHI TCR f\
e d h N o P .
/ Dendritic | | \__\ Svstemn 4. System model is adapted
cell I\ - r\: ol with new attack-specific
[E odel

detector

<

Nature Reviews | Immunology

3. System model is used to
y: :// H\\‘ perform diagnosis (e.g. localization
r -\\'-, and characterization)

/\U

New architectures guided by
biology that eliminate common
technical vulnerabilities

« Diagnoses root causes of

2. Software system

analog of adaptive

vulnerabilities and builds 1. Hardware analog immune system is 5. Adaptive immune
situational assessment. of innate immune signaled system synthesizes plan
. L f . tt k d system detects to get around problem
€arns from preVIOUS d a_C San anomaly and patch to remove
gets better at self-protection. specific vulnerability
« Increases and refreshes system
diversity. * Clean-slate design of Resilient, Adaptive, Secure Hosts

21
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The advantage of clean-slate design of resilient,
adaptive, secure hosts (CRASH)

System
Users

System
Managers

Dynamic
Diversification
Techniques only
affect low-level
details, making
all systems look
the same to the
system
managers...

High-Level Visible Layers to User Remain Unchanged

Diversity Management Middleware

Dynamic
Loader

Randomization of Lower Layers
Address space layout Instruction set randomization
randomization Disk Memory ICache

Instru1ct|0n- Encrypted-1 mstruftlon-

Instruction-

Encrypted-2 instruction-

H Instruction-
Functional - ru3c aiin Injected-1 Encrypted-1
Redunda ncy Instrudcnon» Injected-2 Encrypted-1 |

Encrypted-5 instruction-
5
Method Task Enciptads instrusction-
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...but vary the low-
level details that
adversaries exploit,
making each
system look
different to the
adversaries.

<«<—— Adversary
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“Maker spaces” and Boutique Security Firms

« Small groups of motivated and like minded researchers have
repeatedly shown significant talent and capabilities.

« Commodity high end computing, personal prototyping and fabrication
capabilities, and open software tools remove barrier to entry.

« The new “home brew computer club”...

« This relationship needs to be mutually
beneficial. DARPA intends to cultivate
relations and become a resource.

Number of US Maker Spaces

120

100 /

80 /
60 /
40 /

20 _— NYC Resistor — Brooklyn, NY
—— Yy

0 Source: Make Magazine

- T

1985 1990 1995 2000 2005 2010
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Existence Proof: Agile Cyber Projects

HBSS
1L.uld)) Adversaries penetrate the architecture easily...

Goal ated
fi=ci
» Demonstrate web poge
asymmetric ease of
exploitation of DoD
computer versus efforts
to defend. Infacted .pdf
document

Result

+ Multiple remote
compromises of fully
security compliant and
patched HBSS®

computer within days:
+ Z2remote accesses,
+ 25+ local privilege

[ED WarVox

HBSS Waorkstation
Penetration Demonstration

escalations.
+ Undstactad by host
d:fenm. "= Total Effort: 2 people, 3 days, 518K
HBSS Costs: Millions of dollars a year for software and licenses alone

{not including man hours) + = HosBeses Seorty e E5T

2 people, 3 days = $18k

http://imgur.com/OPhGr

2 people, 3 weeks = SO
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www.darpa.mil
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Encrypted computing in the cloud as privately Design
as in your data center (PROCEED¥)

It is theoretically possible to perform arbitrary computations on encrypted data without
decrypting. Thus, preserving security even on untrustworthy computational
infrastructure. [Gentry, 2009] [1]

What if all computation could be W | H WiII_your _
done on encrypted data? L foreign-built

- Secure computational outsourcing computer steal

r~ our data?
 System hardware and software - Y
provenance concerns reduced

 Data provenance and availability S

remain concerns

Program Approach

« PROCEED is searching for efficient ways to compute on encrypted data that can
be implemented on modern computers.

« Potential applications:
» High assurance network guards.

* Trammg simulators. ¥ PROgramming Computation on EncryptEd Data (PROCEED)

* Image processing. [1] Craig Gentry. Fully Homomorphic Encryption Using Ideal Lattices.
41st ACM Symposium on Theory of Computing (STOC), 2009.
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