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Abstract—It is a major challenge for a detection algorithm a feedback signal. Techniques based on time delay [6]-[8]
to maintain high detection probability and low false alarms ysually have more robust detection outcomes than those using
simultaneously. In this paper, we propose an adaptive CUSUM acket Joss [6], [9], which are limited to drop-tail queues
algorithm (AcCS) to robustly detect ananomaly, which is defined dl link ’T d tect switching bet W fi
as system behavior that deviates from its expected values. B an oss_y INks. To detect swi _C ing between _0 congeston
embedding a sliding model control (SMC) controller into a States either from shared to independent or vice versa, we
CUSUM detector, ACS effectively prevents unlimited build-up propose a sliding window scheme that captures the change of
of the accumulator, i.e., they, variable in CUSUM, during the  congestion states based on the cross-correlation of one-way
anomaly period. This way, AcS effectively detectschange points  ya|ays. Simulation results shows that sliding window scheme

at on-set and termination of an anomaly period, while satisfying based h . ive detecti f i
the requirements of detection and false alarm time. ased on &S has precise, responsive detection of anomalies

For general performance evaluation, we found that &S is more  for both TCP and UDP traffic flows.
stable than the Neyman-Pearson detector, and also overcomes the
tardy detection of anomaly termination of the CUSUM algorithm.
We further reduce the problem of shared congestion to that Il. CUMULATIVE SuM (CUSUM) ALGORITHM
of anomaly detection, where shared congestion is regarded as Being a nonparametric methodology, a CUSUM detector
anomaly and independent congestion as normality, using the detectsch N the risi ,d fall d f
delay correlation of two probing streams as metric. Existing etectschange pomtsl.e._, e nsing and fa '”9 edges o
solutions employed accumulated samples to detect shared conthe anomalous periodwhich denotes the duration that the
gestion. We proposed a sliding window scheme to capture the anomaly lasts, without prior knowledge on the distribution
change of congestion states. The simulation results showed thatof the traffic flow. When the mean of a subset of samples
window scheme with ASS can detect the switch of the shared vs. pacomes higher than a threshold, a change point is registered,
independent congestion for each detection instance. . .
_ o and the level of change is cumulated intoaatumulator The
Index Terms—change point, CUSUM, sliding mode control, gccumulator begins to discharge when the other change point
adaptive CUSUM, shared congestion. is detected at end of the anomaly period.
Let the observed traffic flow be denoted by a random process
[. INTRODUCTION {X,} such that
Anomaly is a deviation of a meteorological quantity value
from the expected (mean) value of a system under observatio%(." = at&ul(n <mVk <n)+(h+G)I(m <n<k), (1)

Timely, robust detection of anomalous changes in netwogheren is therising change point (RCP) anklis thefalling
traffic is important for enforcement of bandwidth aIIocatlon%hange point (FCPY = {£,1°%,, ¢ = {¢, )22, are random

detection of denial of service (DoS) traffic, and numerous tradequences such th#t(¢,,) = 7}5_(14'“) =0, h > 0. When the
fic management functions. CUSUM [1] is a broadly adopteghomaly does not exist,
algorithm for detection of abrupt traffic flow change [2]-
[5], especially for DoS packet flooding. CUSUM is good E(Xy) = a, (2
at detecting the abrupt change of the mean of an observed ) . ~ .
sequence. By adjusting parameters of CUSUM, one can maRePractice,z,, is usually transformed toX,,, i.e., (3), such
tradeoff between the detection sensitivity and the degree (Bft-Xn» has a negative mean value, but it will become positive
noise-resilience in an anomaly detection system. when the rising change point is detected.

Several different techniques such as pattern matching and X, =X, — 3, 3)
data mining have been developed for Internet traffic anomaly
detection. However, these approaches need to use a lakgere 3 is the upper bound ofv. The accumulatory,, is
amount of samples to train the detector and are sensitivediefined as
training noise. Different from above techniques, we proposed ~
an ASS algorithm, a CUSUM-based technique, to detect shared Un = (yn1+Xn)T, (4)
congestion where packet loss or time delay can be used as Yo 0,



where f(.)* denotesnaz(0, f(.)). An anomaly is detected at ACS will become independent of the duration of the anomaly,
time slotn wheny,, becomes greater than an alarm thresholdhile maintaining its responsiveness to both RCP and FCP.
T, anddr(.) = 1:

dr(yn) = 1(Y,, >T), (5) A. Sliding Mode Control

where 1(.) denotes the indicator function. A SMC controller consists of two major control rules -
There exist two types of errors in detection. (i) Type | errdinear and switching control laws. The linear control law is
(false alarm): a normal example is diagnosed as abnornfégrived from the equivalent control, which controls the input
and (i) Type Il error (miss): an anomaly occurs but not bafter it is filtered by a low pass filter. The goal of equiva-
detected. Usually, the period of Type | error is calliadse lent control is to keep the motion trajectory on thiding
alarm time Detection timeis a sensitivity metric indicating manifold s(¢) = 0, wheres(t) is termedswitching function
the interval between occurrence and detection of an anomagd eventually retains(t) = $(¢) once sliding manifold is
Multiple false detections of RCP’s and FCP’s may happen, afched at timé under ideal sliding motion. SMC primarily
the ratio of the time that an anomaly is correctly identifiegonsists of two motion phases; oneréaching phaseluring
is called probability of detectionPp. On the contrary, the Which trajectories are driven to the sliding manifold, and the
ratio of the period that the anomaly is not perceived is call@dher issliding phaseduring which the motion is designed
the probability of missP,,. For the asymptotical optimality to move toward the equilibrium point over sliding manifold,
of CUSUM in one of its worst scenarios, such as Gaussi@s shown in Fig. 1. Due to the time delay in the physical
random process, [2], [3], [5] suggested to set

B="nh/2+a, (6) Sliding Manifold
. . S(t)=0
where h is the lower bound of the mean increase after an Reaching

Sy
anomaly occurs. Then alarm threshalcdcan be obtained as: //‘7”79,0 \ Fhase
T = inf{n:dr(y,) =1}, (7) > x1

I = (h=la=g)) (r—m)7, \\
S(t)>0

where — — m is the detection time. (7) also shows the S()<o
relationship betweei', 4 and the detection time. Increasing
T" reduces false alarms but will lead to longer detection time.
Lowering 8 reduces detection time but increases false alarm
time, because it speeds up increaseg,gfbut slows down the Fig. 1. Phase portrait under sliding mode control.

decrease ofy,. Intuitively, CUSUM works like an integrator

such thaty,, is proportional to the length of the anomalysystem, the sliding motion is usually a chattered trajectory.
period. One cannot simultaneously minimize the detectidthe switching control is used for driving the trajectory back
time and false alarm time of the CUSUM, based on its energy the sliding manifold if the system dynamics satisfies the

X2

preservation principle. reachability conditiors(¢)$(¢) < 0, which can be proved using
the Lyapunov function candidafg(s) = s%(¢)/2. A system
[1l. ADAPTIVE CUSUM is asymptotically stable if its Lyapunov function satisfies (8).
In this section, we propose afdaptive CUSUM (ACS) V) = 0

architecture for responsive detection of anomaly, both at on- .

set and termination of an anomaly period. Our basic technique V(S) > 0in D - {0}, (8)

is to make variables buoyant meaning that the value of is V(s) < 0inD-—{0},

adjusted based on the detector output, to prevent the CUSU o . - I .
accumulatory,, from oscillating. Selection of the control ereD C k" Isa dqmam co_ntalmng th_e eqU|I_|br|um pomt
paradigm is critically dependent on the behaviors of the target” 0 a}ndV : D — R IS a F:ontmuously d2|fferent|al func.t|on.
system. Given the bursty nature of traffic flows, it is highl y tgkmg the first denvgtlve oV (s) = s (t)/g_ and Iet.t|.ng
unlikely to find tractable and precise mathematical models satisfy (8), we gel‘s(t):s(t) <0, the regchab|l|t¥ c.ondmor.].
characterize the system dynamics to be integrated into m ough assuring the trajectory of reaching the sliding manifold

control theories, except for the sliding model control (SM ventually, reachability condition does no_t _imply th_e time
[10]-[13]. SMC is known for its tolerance to inaccuracy o eeded to_ _reach the I|n(_a. To guarantee a f|n_|te_ re.achmg time,
behavioral models, and its only major design requirementWéreaChabIIIty [14], [15] in (9) need to be satisfied:

the relative degreeof the system. The relative degree of a s(t)$(t) < —nls|, 9)
system isr if its input variable is obtained after its objective

function is differentiated- times [12], [13]. A key feature of wheren is a positive number

our scheme is that it allows one to use the SMC controller Reachability is closely related to switching functie(t).
output (detector outcomes) to adjust itgSAinput (and that The construction of switching function depends on the relative
of the SMC controller,) so that the CUSUM accumulator idegree of the system dynamics. Thereby, given a control



i itchi ioni DR=A,/ _ y, + - 1+0)r
z)sfstem of relative degree a switching function is constructed 9q y=DR- 1+0)
-2 i - 6
s(t) = kb +0"", (10) B
i=0 . S r-2 v
: i , S(t)S(t) <-71S| = S=> ko +o"
where is the objective function and,’s are selected such =0

thats(t) is Hurwitz, i.e. the roots of the characteristic function
are all on the left half plane for stabilizing the linear switching
function s(t).

Fig. 2. Control model of adaptive CUSUM.

a control law using3,, as a control variable to stabilizg, at

B. ACS Detector RCP is
We introduce auoyant variable@n, which floats above its En = B+ Bm
lower bounds = ( in (3) and then replacg with 3, to . A
14 = " 16
secure B PRCAE) (16)
X, = Xn-— B, (11) Pn = mxsgn(y, —(1+e)l),
B = nrgizﬁ(ﬁ")- where 3,, is the linear control laws3, the switching control
law, sgn(.) the signum function,s x sgn(s) = |s|, and

To stabilize the value aj, in the anqmaly period, an objective77 > 0. The magnitude of; is set toeT to ensure that,
value (1 + ¢)I', wheres parameterizes the duration of falsgs pounded stable in the range bf, (1 + 2¢)I'] during the

alarm, is_used fory, to converge by adjusting the buoyant(,jmom(,j“y period. Recall that is the lower bound of3,, we
variable 3,,, which changes in response to detector statgs -

Convergence behaviors @f, can be characterized by its re'rsf\i/rf e%" ag max(, f#n) and the control law (16) of &5 is
sponsiveness at RCP and FCP. Fig. 2 illustrates the architecture

of ACS. Given measurements (n) anddz(n) in time slotn, ~ B+ 1Bn| if sgn(s) >0

DR is the difference ratio defined as,,/g,(91,92), where Pn = { B — |Bn| if sgn(s) <0 ’
gn(V1,92) is the function ofd;(n) andvs(n) and A, is the ~ ~

difference of measurements, which may #gn) — ¥a(n), ﬂ" = max@, fn), (17)
Y91(n) =91 (n—1) or ¥o(n) —2(n—1), etc. In each time slot, Bn = el

yn IS updated by the accumulation @ R. The equilibrium

point of y,, lies at(1 + )" for an expected false alarm time. Lowering the false alarm rate is expected to increase the

Thereby the objective functioéh becomes missing rate. For robust detection of the subtle signal change
at presence of noise,is also made a dynamic variable, which
0=y,—(1+e)l. (12) is adjusted bydirection changeof the recent and current

switching functions(n). That is, if s(n — 1) x s(n) > 0,
Let 7, denote the first time that detector perceives anomatymeans thats(n) and s(n — 1) are in the same direction,
termination, we have otherwise they are different; is dynamically adjusted by the
) rule of additive increase multiplicative decrease (AIMD) for
7p = inf{n : dr(y,) = 0,dr(y,) = 1,p < n}. (13)  reducing the interference of high variant noises:

An ideal false alarm timeg(r; — k)™ can be obtained by nin—1) 4k if s(n)xs(n—1)>0
substitutingsT = (h — |a — 8]) (7 — k)T into (7). The design n(n) = { n(n—1)xv if s(n)xs(n—1)<0 (18)
parametee becomes
wherex andn are two constant variables. Rapid decrease of
e — (rp —k)* _ (14) " when the direction ok(n) changes reduces the oscillation
(0 —m)* of the sliding trajectory. Gradual increase gfavoids the

Since the relative degree of CUSUM is one, switching functiog)i(giens‘e’%eogeoné(r)?:trl(e)fs\/';ﬁ ':r?elez:l ?\E/ierr?asv'v B¥ tlr?;egrsaetljn dgothe
s(t) can be constructed using (10) such that 9 P a P

code of ASS is depicted in Algorithm 1.
s(t) = 0. (15)
IV. IMPACT OF METRICS ANDDETECTORS

The sliding manifold is used as a track to guide state When the ratio of two inputs variables is used for anomaly
variables toward the equilibrium poigt= (1+¢)T if Hurwitz  detection, extreme large/small values may cause numerical
condition is satisfied. Condition (9) must hold to guarantee thatoblems for certain ratio metrics. In this section, different
the trajectory ofy,, can reach the manifold, and this leads tanetrics and detectors are compared for their false alarm time,
the condition(y,, — (1 4+ o)I')(8 — DR) > n|s|. As a result, indication stability and robustness to parameters.



Algorithm 1 Adaptive CUSUM algorithm

anomaly duration, lower signal-to-noise ratio (SNR) contrasted
with Proc. Pro¢ is the worst case which consists of the worse
parts of Prot and Proé.

TABLE |
BENCHMARK PROCESSES FOR EVALUATION OF RATIO METRICS

[ Process|| a [ h | RCP FCP £ Cn |
Proc 0|6 8 30 N(,0.10) N(O, 0.10
Pro€ |0 | 1| 8 20 N, 025 N(O 025
Prod || 0| 1| 8 30 N(O, 0.25) N(O, 0.25

For zero-mean additive noise, the SNR is defined as

SNR(dB) = 10log,,(E/c?),

= 20logy(h/0), (20)

where E' is the signal energyh is the mean of the change
and o the standard deviation of the noise. Statistically, the
detecting accuracy is proportional to SNR since the increase
of E/o? also increases the distance between the mean of the
distribution of the noise and that of the tainted signal. In Table
I, SNRs of Pro¢ and Proé are 27.99 and 6.02 dB respectively.

Input: X,
Output: dr(.)
1: loop
22 s(n) <y, —I'(1+¢) {switching functior}
3 if y, > T then {entry of the anomaly perigd
4: {adaptive law ofy}
5: if s(n) x s(n—1) >0 then
6: nn) —nn—1)+«
7: else
& n(n) —nin—1) x ¢
o: end if
10: else{departure of the anomaly peripd
11: n(n) = el
12:  end if
13:  {sliding mode contrd|
14:  if s(n) > 0 then
15 By Ou+ 15l
16: else § R
17: B < Bn — |ﬁn‘
18: end if
19: Bn — maX(B 671)
20.  {CUSUM computing

To compare the difference betweéhR;, DR, and DR3, we

2L Xn — Xn = Bn_ apply an equalization transformation to (19), so that

22: Yn (yn—l + Xn)+

23 dp(yn) — 1(Y, 2T) DR, = X,/(1+X,),

24: end loop DRy = X,, (21)
DR; = X,/(24+ X,).

In CUSUM, detection time, false alarm time, and threshold
g] are correlated. Threshold can be obtained according to

A. Effect of Ratio Range on CUSUM

A number of metrics have already been used for CUSU
to detect anomaly in specific domains. [3] uses the differen
ratio DRy = A, /91 (n) as the measure metric and [2], [5] use L 3 i — Lyxh
DRy = A, /92(n), where A, = 91 (n) — Oa(n), 91(n) and 5 = “ip, ~ 1.286. The equivalent thresholds of
95(n) are the packet number of typg andp. at time slot DRQ andDR3 can be derived in a similar way. Table Il lists
n respectively. The ranges d?R, and DR, are unbounded CUSUM parameters oDR; for the identical detection time
and asymmetric. i.eDR; € (—oo,1] and DR, € [-1,00). &~ ™7~ 3.

DR, tends to decreasg, and thus may lead to the longer
detection time. On the contrary) R, has longer false alarm
time due to slow decrease gf,. Therefore we consider the

for a specified detection time. If the detection time of
SUM usingDR; in Proc is set to 3, therT"; is obtained

TABLE I
EQUIVALENT PARAMETERS FOR IDENTICAL DETECTION TIME

third metric DR3 which is equally bounded and denoted as || Process |[Metric[[ o[ A | 8 | T |
A /(1 (n) + 92(n)) € [—1,1]. The three ratio metrics are DR, 01 0.857] 0429 1.286
summarized as follows: Proc DR, || 0 | 6.000| 3.000| 9.000
DR 0| 0.750| 0.375| 1.125
DR, = (¥ ¥ 9 (n), 3
PO ( 191(”) 192(”»/ ﬁl(") Lo DR, | 0| 0500] 0.250] 0.750
2 = (V1(n) = 02(n))/9a(n), (19) Pro, Pro¢ | DR, || 0 | 1.000| 0.500| 1.500
DRy = (91(n) —J2(n))/(91(n) + J2(n)), DRs | 0| 0.333| 0.167| 0.501
where DR, = 0 if (91(n),92(n)) = (0,0). CUSUM using . _
DR5 as a metric behaves like a Canberra distineehich  Let ¢(z) = f(z) denote the curvature of a functiof(z),

is widely employed in multivariate analysis, except for it§ is easy to see thaDR; have different curvatures. The
directionality and a shifted amount 6f To better understand larger curvature @ R; has, the more unbalance between the
the effect of ratio metrics upon CUSUM, three anomal§lecreasing and increasing slope, thus influencing its corre-
processes are generated numerically according to (1) and tﬁ@i@ndlng false alarm time. IK,, < V4 + V/2 = 2.487, then
parameters are depicted in Table I, whe¥e = DR,, &, |€(2+X )| > |<(1+X )| ><(Xy)i.e.[DRy—d|—|DRy+6| >
and(,, are time series of Gaussian noise. Prbas a shorter |[DR3 — 6| — |[DR3 + 6| > |[DRy — 0| — |DRy + 4| where

5§ ~ 0". If X,, > 6, the curvatures of equivaled®R; are
almost identical. FODR; € (—o0, 1], the difference between

no | X =Ygl
k=1 X+

lcanberra distanc€anb(X,Y) =



infimum and supermum is large, so that it is relatively easiésr Proc. Hj is the noise-only (normal) hypothesis, afd is
for y,, to decrease in comparison withR,; and DR3. In Fig. the signal-present (anomaly) hypothesis. Tikelihood ratio
3, CUSUM use distinct metrics for detecting change pointsst(LRT) is used to tesf{, and H; based on Theorem 4.1.
of Prod. Fig. 3(a) shows that the rate of the decrease to theTheorem 4.1 (Neyman-Pearson [16]Jhe highest proba-
increase fow,, are DRy > DR3 > DR5. In Fig. 3(b), given a bility of detectionPp for Hy, given probability of false alarm
detection time=3, all metrics detect RCP at time slot 11, Pr4 = w, occurs when the likelihood rati(x) is such that
and false alarm time fobDR,, DR, and DR are18, 21 and

p(z; Hy)
20. L(z) = —/——£ > 7, (23)
) p(z; Ho)
15 - - ) A
o T 3 N o where the threshold is obtained by
SE 50] - -Y: of DRz i i = = «Indicator of DRz
g o g 1 ———l:.\bnnrma\ interval PFA — / p(x7 HO)d.’L' = w.
£ 1 2 K {z:L(z)>~} .
§ " 8 osf ; : A NP detector decides an sampleabnormalif L(z) > ~,
" j Pk and normal otherwise. GivenPr4 = w, NP detector has
o 2*0 40 - ) o : . : S - ) the maximal probability of detectior’p, or the minimal
Time slot n Time slot n probability of missP,,. For comparison between CUSUM and
(@) yn using DR; (b) drn using DR; ACS, NP criterion is modified using Theorem 4.2 to minimize

Pra, given Py; = @. In the case of Prd¢ requiring the
detection timerr —m = 3 in the anomaly period — m = 22

[ - for CUSUM can be translated as settifyy, = {£=") —
' (k=m)
Fig. 4(a) shows that the histogram g@f for the case that 0.136 for the NP detector.

the noise is added to the signal input. Fig. 4(b) indicates ) S .
are [10, 25], [10,34] and [10, 30]. Because its low-pass filter = 9 P y M= W

like behavior, the change point can be reliably detected in' ! p(z; Hy)
the presence of noise. However the standard CUSUM still L(z) = m >7,
suffers from the build-up effects qf,, i.e. the false alarm P\F; Ho
time depends on the period of anomaly. Comparing Fig. 3(Where the threshold is derived by

Fig. 3. CUSUM detection in Prdc

with Fig. 4(b), it shows that CUSUM usind R, detects R
FCP in Proé at time slotn = 25, and its false alarm time = /{ L .)<A}p(w;H1)dx Y
An = 25 — 20 = 15 is shorter thanAn = 48 — 30 = 18, Proof: See Appendix A -

the false alarm time usindR; in Proc. When based on Based on (22), NP detector decid&s if X, > 0.451 and
other metrics, the false alarm time of CUSUM in Ptds decidesH, if X,, < 0.451 by substitutingh = 1, ¢ = 0.5 and

also shorter than that in Proc & = 0.136 into Theorem 4.2. See details in Appendix B.
Y — : Given a specific value on the probability of miss, the
8 ..Y"ofDR1 ' ' ..IndlcatorofDRl . . . .. . .y
; — Y, ofDR, o — Indicator of DR, objective of detectors is to minimize the probability of false
X SACEE | A S e oloRs alarm. Fig. 5(a) depicts the random process of Pafavhich
85 5 | SNR is 6.02 dB. Giver?); = 0.136, the Pr4 of NP detector
4 S : oy . . . .
§ s oo | iii is 0.172. The detection outcome of NP detector is shown in
E i Fig. 5(b) which oscillates significantly.
1
% 20 d' 40 80 % ;o' .40 60 80 15— :
Time slot n Time slot n 25 : :
(@) yn using DR; (b) dy, usingDR; 2 : :
1.5 o= 1
Fig. 4. CUSUM detection in Prdc 1 5
0.5 8 05
0|
-0.5
B. Comparison of Detectors B 0
0 20 .40 60 80 0 20 .40 60 80
In this section, we compare the general performancecs A T'”‘Z:""‘” Time stotn
with that of a well known statistical detector, the Neyman- (& Xn of Procin Table | (b) dn using DRy
Pearson (NP) detector, under the worst workload of the three Fig. 5. NP detection in Préc

cases, Prot Using the time series of (1), the problem of NP
detection can be formulated as the hypothesis test as (22). Fig. 6(a) shows they,, of CUSUM accumulated in the
Hy : X, =6, (22) anomaly period, i.en € [8,30]. Compared with NP detector,
H o« X, —h+c the outcome of CUSUM is highly stable. In Fig. 6(b), the
Lo " ™ detection time of CUSUM is 3 (time slots), which is equivalent
whereh is the signal of DC level of amplitude %;, and(,, to P,; = 0.136. The false alarm time is 17, i.&r4 = 0.293,
are zero-mean white Gaussian noise with variamte- 0.25 which is worse than that of NP detector.
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e
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for a givenh” = 0.4. The largert’ is, the highetPy; becomes.
Thus DR;, the normalization ofDR; becomes

=
=)

n

@
n
N

DiRi = tanh(g X DRZ)7 (24)

0.5

Accumulator y
>
Decision d

whereyp is a scale factor such thatx h = 0.4. Parameters of
the hyperbolic metric used for CUSUM ang® are depicted

o A 0
60 80 0 20

60 80

° * Time'siotn Time ot n in (25).
() yn using DR2 (b) dn using DR2 7 ; h( h)
= tanh(o X h),
Fig. 6. CUSUM detection in Préc B = tanh(ox ) (25)
T = (h—p)x(m—m).

_ Despite its rgsmence to noise, a main drawback of CUS_UMoth of original and transformed metrics are used in CUSUM
is thaty,, continues to build up during the anomaly per'Odand ASS to detect the anomaly in ProcHowever, parameter
Using the switching functios(t), ACS stabilizesy, and also s ot 5 tight bound such that the effective change is
ayoids the disturbance of noi§e. Fig. 7(a) showsgl;;ath(ﬁ 4 times of h. Fig. 8(a)-8(d) shows thay, of normalized
clipped tq an upper bqund n the anomaly penod. See _F\%etrics are closer to one another than those of non-normalized
6(a). AcS intelligently adjusts its control magnitude accordln%nes regardless of CUSUM o8 used. Comparing Fig.6(b)

to the direction change of the switching function to smoo ith Fig.9(a), the false alarm time usingR, as the metric
the curve qu_n..Combinin_g gforementi_oned factors togethegs increased from 17 to 156 time slots so that CUSUM is
ACS can minimize the missing ratf_a with a stable fglse alarE@znsitive to the parameter setting. In addition, transformation
time. Parameters of@s used for Fig. 7 aré&' = 1.5 in (7), is incapable of improving the performance of all metrics in
CUSUM, e.g. the detection of FCP using normalizBd;

is more sluggish than that using the original one as shown
in Fig. 9(@) and Fig. 9(b). On the contraryC® perceives
the FCP earlier than CUSUM foDR;, wherei = 1,2, 3,
regardless of the metric transformation. In contrast, Fig. 9(c)
and Fig. 9(d) show that@s is robust to the parameter uncer-

1.

n
N}
o w

o

n
N

Decision d

0.5

Accumulator y
-
= o

o
o

. Y . tainty and nearly independent of the metric used. Detection
0 0 tn P 8 0 0 doetn ® 8 outcomes of CUSUM and@ are summarized in Table lll. In
(@) yn using DR (b) dy, using DR summary, metric transformation is incapable of improving the
performance of all metrics in CUSUM such thag®\is more
Fig. 7. AcS detection in Prot responsive than CUSUM even after metric transformation.

e=1in(14),% = 0.5 andx = <° = 0.094 in (18). In

Fig. 7(b), Pr4 of ACS is 0.051 andP,, is 0.136. Therefore

Pr4 of ACS is lower than that of NP detector, of whidh: 4 In this section, we demonstrate how to applySAfor

has been proved statistically optimal. From Fig. 5(b) and Figetecting shared congestion. Two flows have shared congestion

7(b), it shows that on-off frequencies o8 are also fewer if they traverse the sampoint of congestionPoC) [6]. If

than those of NP. Furthermored8 greatly reduces the falsethere exists no intersection between PoC’s of the two flows,

alarm time compared with CUSUM. then their congestion aiedependentLet the normal situation
denote that two flows have independent congestion, then our
goal is to detect the occurrence of shared congestion, which

C. Robustness is referred to as a deviation from the normal condition.

The dynamics ofy,, dominates the detection results of In general, detecting shared congestion needs to select
CUSUM and AS. It is of interest to see if the metricthe proper measure signal and metric, and set the decision
transformation attains approximated curvegf The domain threshold of the metric. Two widely used measure signals are
of the transformation function should be i+oo,00) for packet loss and time delay. Signals are often obtained by using
including distinct ranges of ratio metrics. For further minia pair of active probing streams. A number of approaches
mizing the effect of outliers biasing the detection, the rangeere proposed for detecting share congestion. MP (Markovian
of transformed metrics should be bounded so that hyperbatirobing) [6], decides the shared congestion by comparing
tangenttanh(.) of which the range is in(—1,1) and the the cross-correlation with auto-correlation of packet loss or
domain is in(—oo, c0) is used for transformation. one-way delay. BP (Bayesian Probing) [9] is a conditional

Since the first derivative oftanh(z) approachesd for probing technique different from MP for diagnosing the shared
x > 4, DR; is scaled for distinguishing the normalloss of packets. DCW (Delay correlation wavelet-denoising)
and abnormal processes. For optimal detection performanf@, employs the wavelet technique to denoise time-delay
tanh(ﬂ’)/tanh(h') = (/h in (6) needs to be satisfied. Undeisequences for increasing the correlation accuracy using fewer
the assumption ofv ~ 0, tanh(3')/tanh(h') = 0.519 ~ 0.5 samples.

V. SHARED CONGESTION
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TABLE Il
DETECTION OUTCOME OFCUSUM AND ACS.
Detection Algorithm CUSUM ACS
Ratio Metrics original Transformed original Transformed
DR, DR> DR3 DRy DR> DR3 DRy DR> DR3 DRy DR> DRs
Detection Time of RCP| 10 9 9 10 9 10 9 8 8 9 8 9
Detection Time of FCP| 40 186 80 51 121 75 34 34 34 34 34 34

A. Optimum Sample Size Fisher z transformation [18]:

Detection of shared congestion is based on analysis of the 1+ r
correlation between two probing flows. The cross-correlation 1—r
coefficienty of signals is defined as As a result, the number of samples required to distinggish

from another specific correlation coefficiemg [17] is given

by

z= % In 27)

o (X — X) (Y, —Y)

v = - — - —, (26)
S - X v - V2

4C

[In( }J_”; X

n=3+ (28)

1— )
el

W)f}ere{FXk} lza r_andt?]m seqtuenfce amldt_enotesdthe mean .Of where C is a function oPr 4 and Pp and their corresponding
{X%}. For reducing the costs of computing and communic 2lues are listed in Table IV

ing, the sample size should be small and still able to precisely
expressy, which can be regarded as the ratio within the range
[-1 1], such thaty ~ 0 if congestion are independent. The
magnitude ofy indicates the intensity of share congestion. [6]

TABLE IV
VALUE OF PARAMETER C.

used 3000 packets for computing(25 Hz in 120 sec). [8] @ ﬁg = H;"‘é
reduced the sample size to 1000 (10 Hz in 100 sec). The large P 0.05| 7.85 | 10.51
sample size helps express the cross-correlation precisely in the F4 [001[ 1168 1488

static condition, whereas it could smear the change points in
the correlation analysis and also increase the computing costin (28), v, = 0 represents the case of independent conges-
On the contrary, inadequate sampling is easily influenced tign and~ is the threshold indicating an occurrence of shared
noise and lead to unstable detection outcomes. congestion. The magnitude of a cross-correlation interpreted
Dell et al. [17] proposed a method to decide the optimuitsy Cohen [19] is that 0.5 is large, 0.3 is moderate, and 0.1
sample size as follows. Given-afrom n observations, ify is small. [8] shows that the detection outcome is insensitive
is not distributed normally, it can be converted to the norm#&b the cross-correlation threshotd, if ~;, € [0.3,0.6] and
approximation with standard deviatioty+/n — 3 using the adoptsy;,=0.512 as a result of minimizing the detection error



rate of two distinct normal distributions using Bayesian theoryp period and remains fixed thereafter. The window slides
Thereby we reasonably choo8e0.5 in ACS and applied it to only when receiving a valid sample = (p;,¢;) and then
subsequent experiments, unless stated otherwig®: /£0.05 samples within the window are used for calculating thef
and Pp=0.9 are assigned, C=10.51 can be looked up froome-way delay. If eithepi or ¢; becomes corrupteds; is
Table IV. Subsequently, sample size=38 is obtained by discarded based on pairwise deletion. The buffer size for each
substituting C andy;;, into (28), i.e.n=38 is the optimum of stream packets equals to, + r; x t, to accommodate
size to discriminatey;, = 0.5 from ~, = 0. the RTT offset between two probing streams. In following
simulations,n,=38, r,=20 as well ag,=1 are applied.

B. Probing Mechanism

Active probing [8] employs a pair of synchronized probiné:- Simulation

S’[reams{pi} and {q@} for collecting samples, wheré = A number of techniques such as MP, BP and DCW have
0,1,2... andp; denotes the" packet in streanp. When re- been proposed for detection of shared congestion [6], [8], [9].
ceiving a probe packet from the source, the destination recofygerformance comparison for them was detailed in [8]. In this
its one-way delay and replies an echo packet to the soukerk, we show that &S can detect not only shared congestion,
for calculating the correlation coefficient. Since sample but also switching between shared and independent congestion
packets may be corrupted during the delivery, two approacH@§ responsive manner. Without considering the synchroniza-
[20], [21] are utilized for addressing missing samples withod#on offset, a common source topology in Fig. 11 similar to
drastically increasing computing complexity as follows. (ifhose in [6], [8] is used to evaluate CUSUMC3 and DCW
Mean substitution: Any missing values is substituted with thghen the congestion conditions change dynamically.
mean of the non-missing values. Linear interpolation can be
regarded as a variant of mean substitution, where the mean is
calculated over adjacent samples. (ii) Pairwise deletion: Each
~ is computed using cases with complete data for the pair
of variable, i.e. a two-dimensional samplg=(p;, ¢;) is valid
only if neitherp; nor ¢; is lost. Claim 5.1 provides a way to
decide the number of probing packet pairs.
Claim 5.1: Assume that the loss probability dfp;} and Fig. 11. Fork topology used in simulation.
that of {¢;} are independent. Given a network of which
maximum loss probability (MSP) is,, then the actually In Fig. 11, each link has a bandwidth 1.5 Mb/s and a queue
received sample size, from n, probing packet pairs is no limit 50 packets. Two 20 Hz probing streams are transmitted
less than from the source SRC to destinations DSand DST, and
ny = (1 —2r, +72) x n,. each probing packet is echoed with its one-way delay back to
Proof: Denotep; the loss of packep;, then MSP’s SRC. Background traffic on each link are selected based on
of (p;,¢;) and ;,q;) are r,, and MSP of §;,q;) is r2. two scenarios.
Accordingly, the MSP of invalid samples &, — 2. Since  TCP scenario: Let P, denote the set of link&, to Ls, and
the size of probing packet pairs is,, the actually received P; the set of remaining links. In [0-35] sec, the network is
number of p;,q;) is at least(1 — 2r,, + 72) x n,,. m simulated to have only independent congestion suchitha
Typically, the packet loss in Asia, Europe and North Ametdle and the number of FTP flows di are chosen uniformly
ica averages between 4 and 15% daily [22]. Assuming thetween 15 and 25. At 35 sec, an RCP is injected so that
maximum loss rate is 15%, them,~54 usingn,=38 and shared congestion occurs tq,Rvhere 20 FTP flows traverse
r,=0.15 in Claim 5.1. P, and other links become idle. At 65 sec, FCP in injected so
One-shot probing can detect the current congestion stétét only independent congestion is in the net, where flows on
randomly, whereas a continuous probing is necessary to detBetcease and other links have flows between 15 and 25. The
change points of congestion states. For capturing the conggigaulation period lasts for 100 seconds.
tion dynamic, a windowed mechanism is proposed in Fig. 10UDP scenario: Pareto on-off traffic, of which shape pa-
whereinn, is the optimal sample size,, the sampling rate rameter is 1.2, are used in the background. Their burst and
(Hz), t, the largest RTT deviation (second) betwegnand idle time are set uniformly between 0.2 and 3 seconds,
¢;. The window size grows from 0 ta, during the warm- and rates are between 20 and 40 kb/s. Congested links are
uniformly assigned 71-100 UDP flows and non-congested ones
] are assigned 41-70 UDP flows. Similar to the TCP scenario,
initially P; is congested, buP; is not. At the time epoch 35
‘ sec, P; becomes congested, whife does not. Eventually the
congestion state returns to the initial situation at 65 sec.
‘ The two scenarios are simulated using ns2 [23] for droptail
e ! gueue and RED queue respectively. Parameters employed in
distinct detectors are as follows. (i) CUSUM: = 0.5 and
Fig. 10. Sample-gathering sliding window. v = 5. (i) ACS: e = 1,7 = 5, ¢ = 0.5, kK = 0.3125,




8 = 0.5 and~y = 5. (iii) DCW: Similar to [8], Daubechies ACS retains a good detection performance regardless of the

wavelet 6 basis in Matlab [24] is used in simulation tanetric type or transformation used. Furthermore, a sliding

calculate wavelet coefficients of a sequence of dga} window with the optimal size can capture the dynamics of

produced from ns2 traces. Given the sample sieand signals including its change points. Our simulation shows

wavelet coefficients, the one-way delay noise is filtered hizat ACS associated the small window size performs well in

the soft threshold” = o+/21og, N, wherec = MAD /0.6745 detecting the switch of congestion states.

and MAD = mediar{|X-median(X)). While the exact level of

wavelet decomposition was not reported in [8], we found the

detection performance was not significantly affected by this VII. ACKNOWLEDGEMENTS
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Fig. 13. Detection of congestion states in the background of UDP traffic .
APPENDIXA Whenp(x; Hy) — Ap(x; Hy) = 0, z may be included in either
PROOF OFTHEOREM4.2 Ry or R;. However, the probability of this case approaches 0

. - N for continuous PDFs. Thereby we Igt1/\, and decideH;
We use Lagrangian multipliek > 0 to minimize Pr4 for if

a given Py;. Forming the Lagrangian p(x; Hy) o5
N p(a; Ho) ~
F = Ppa+ MNPy —0) . . N
where the threshold is obtained byP,; = ©.
= / p(x; Hy)dz + )x(/ p(z; Hy)de — )
n fto APPENDIXB
= / (p(z; Ho) — Ap(x; Hy))dz + A(1 — ©), DERIVATION OF NP TEST
Ry

By the hypothesis test (22), the NP test can be found as
where Ry={z : decideH,} and R;={z : decideH;}. To follows. GivenP,; =& , Hy can be decided using (23) if
minimize F we should includer in R, if the integrand is

—(z—h)?
negative for the value of, or o H N T
p( ) 1) _ Vew < ;Y\7
p(x; Ho) e

p(xz; Hy) — Ap(x; Hy) < 0. Worie 202



or equivalently
2zh—h2

e 22 <A

Taking natural logarithm on both sides, it is followed by
20%1In7 + h?
2h ’
Let ﬁz%, we can determing by the P,; constraint
as follows:
Py :PT’{I' <’3’;H1} =

such that

e~ 5 dr = 0. (29)

Given h, o0 andw, ¥ can be obtained using (29). Eventually,
the NP detector decide; if x <5 and H; if z > 4.
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