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Abstract

An algorithm for electing a leader in an asynchronous
network with dynamically changing communication topol-
ogy is presented. The algorithm ensures that, no matter
what pattern of topology changes occur, if topology changes
cease, then eventually every connected component contains
a unique leader. The algorithm combines ideas from the
Temporally Ordered Routing Algorithm (TORA) for mo-
bile ad hoc networks [15] with a wave algorithm [20], all
within the framework of a height-based mechanism for re-
versing the logical direction of communication links [6].
It is proved that in certain well-behaved situations, a new
leader is not elected unnecessarily.

1. Introduction

Leader election is an important primitive for distributed
computing, useful as a subroutine for any application that
requires the selection of a unique processor among multi-
ple candidate processors. Applications that need a leader
range from the primary-backup approach to replication-
based fault-tolerance to group communication systems [19],
and from video conferencing to multi-player games [8].

In a dynamic network, communication links go up and
down frequently. Wireless mobile networks are one ex-
ample of dynamic networks, since node mobility changes
the communication topology continuously. Even if nodes
do not move, wireless communications are subject to more
interference than in the wired case, but wired networks
can also experience frequent topology changes. Recent re-
search has focused on porting some of the applications men-
tioned above to dynamic networks, including wireless and
sensor networks. For instance, Wang and Wu propose a
replication-based scheme for data delivery in mobile and
fault-prone sensor networks [22]. Thus there is a need for
leader election algorithms that work in dynamic networks.

We consider the problem of ensuring that, if link changes
eventually cease, then eventually each connected compo-
nent of the network has a unique leader (introduced as the

“local leader election problem” in [5]). We present an al-
gorithm that is an extension of the leader election algorithm
in [11], which in turn is an extension of the MANET rout-
ing algorithm TORA in [15]. TORA itself is based on ideas
from [6].

Gafni and Bertsekas [6] present two routing algorithms
based on the notion of link reversal. In these algorithms,
each node maintains aheightvariable, drawn from a totally
ordered set; the link between two nodes is considered to be
directed from the endpoint with larger height to that with
smaller height. Whenever a node becomes a sink, i.e., has
no outgoing links, due to a link failure or due to noti�cation
of a neighbor's changed height, the node increases its height
so that at least one of its incoming links becomes outgoing.
In one of the algorithms of [6], the height is a pair, while in
the other the height is a triple; in both situations, heightsare
compared lexicographically and the least signi�cant com-
ponent is the node's unique id.

The algorithms in [6] cause an in�nite number of mes-
sages to be sent if a portion of the graph is disconnected
from the destination. This drawback is overcome in TORA
[15], through the addition of a clever mechanism by which
nodes can identify that they have been partitioned from the
destination. In this case, the nodes go into a quiescent state.

In TORA, each node maintains a 5-tuple of integers
for its height, consisting of, from left to right, a 3-tuple
called thereference level, adeltacomponent, and the node's
unique id. The height tuple of each node is lexicographi-
cally compared to the tuple of each neighbor to impose a
logical direction on links (higher tuple toward lower.)

The purpose of a non-zero reference level is to indicate
when nodes have lost their path to the destination. Initially,
the reference level is all zeroes. When a node loses its last
outgoing link due to a link disappearing, it starts a new ref-
erence level by changing the �rst component of the triple to
the current time, the second to its own id, and the third to 0,
meaning that the search for the destination is started. Refer-
ence levels are propagated throughout a connected compo-
nent, as nodes lose outgoing links, in a search for an alter-
nate directed path to the destination. Propagation of refer-
ence levels is done using a mechanism by which a node in-
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creases its reference level when it becomes a sink; the delta
value of the height is manipulated to ensure that links are
oriented appropriately. If one section of the communication
graph is a dead-end, then the third component of the refer-
ence level triple is set to 1. When this happens, the reference
level is said to have beenre�ected, since it is subsequently
propagated back toward the originator. If the originator re-
ceives re�ected reference levels back from all its neighbors,
then it has identi�ed a partitioning from the destination.

The key observation in [11] is that TORA can be adapted
for leader election: when a node detects that it has been
partitioned from the destination (the old leader), then, in-
stead of becoming quiescent, it elects itself. The informa-
tion about the new leader is then propagated through the
connected component. A sixth component was added to the
height tuple to record the leader's id.

However, when multiple topology changes occur, the al-
gorithm in [11] can fail. In this paper, we propose a modi�-
cation to the algorithm that works in an asynchronous sys-
tem with arbitrary topology changes. One new feature of
our algorithm is to add a seventh component to the height:
a timestamp associated with the leader id that records the
time that the leader was elected. We also include a new rule
by which nodes can choose new leaders. A newly elected
leader initiates a “wave” algorithm [20]: when different
leader ids collide at a node, the one with the most recent
timestamp is chosen as the winner and the newly adopted
height is further propagated. This strategy for breaking ties
between competing leaders makes our algorithm compact
and elegant, as messages sent between nodes carry only the
height information of the sending node, and every message
is identical in content.

Another contribution of this paper is a relatively brief,
yet complete, proof of algorithm correctness. In addition
to showing that each connected component eventually has a
unique leader, we show that in certain well-behaved situa-
tions, a new leader is not elected unnecessarily. The proof
handles arbitrary asynchrony in the message delays.

Leader election has been extensively studied, both for
static and dynamic networks, the latter category includ-
ing mobile networks. Here we mention some representa-
tive papers on leader election in dynamic networks. Hatzis
et al. [9] presented algorithms for leader election in mo-
bile networks in which nodes are expected to control their
movement in order to facilitate communication. This type
of algorithm is not suitable for networks in which nodes
can move arbitrarily. Vasudevan et al. [21] and Masum et
al. [13] developed leader election algorithms for mobile net-
works with the goal of electing as leader the node with the
highest priority according to some criterion. Both these al-
gorithms are designed for the broadcast model. In contrast,
our algorithm can elect any node as the leader, involves
fewer types of messages than either of these two algorithms,

and uses point-to-point communication rather than broad-
casting. Brunekreef et al. [2] devised a leader election
algorithm for a 1-hop wireless environment in which nodes
can crash and recover. Our algorithm is suited to an arbi-
trary communication topology.

Several other leader election algorithms have been devel-
oped based on MANET routing algorithms. The algorithm
in [16] is based on the Zone Routing Protocol [7]. A cor-
rectness proof is given, but only for the synchronous case
assuming only one topology change. In [4], Derhab and
Badache present a leader election algorithm for ad hoc wire-
less networks that, like ours, is based on the algorithms pre-
sented by Malpani et al. [11]. Our algorithm is simpler and
uses fewer message types and smaller messages than the al-
gorithm presented by Derhab and Badache. Unlike Derhab
and Badache, we prove our algorithm is correct even when
communication is asynchronous and multiple link changes
and network partitions occur during the leader election pro-
cess.

Dagdeviren et al. [3] and Rahman et al. [17] have re-
cently proposed leader election algorithms for mobile ad
hoc networks; these algorithms have been evaluated solely
through simulation, and lack correctness proofs. A differ-
ent direction is randomized leader election algorithms for
wireless networks (e.g., [1]); our algorithm is deterministic.

Fault-tolerant leader election algorithms have been pro-
posed for wired networks. Representative examples are
Mans and Santoro's algorithm for loop graphs subject to
permanent link failures [12], Singh's algorithm for com-
plete graphs subject to intermittent link failures [18], and
Pan and Singh's algorithm [14] and Stoller's algorithm [19]
that tolerate node crashes.

2. Preliminaries

2.1 System Model

We assume a system consisting of a setP of comput-
ing nodes and a setL of bidirectional communication links
between nodes.L consists of one link for each unordered
pair of nodes, i.e., every possible link is represented. The
nodes are assumed to be completely reliable. The links be-
tween nodes go up and down, due to the movement of the
nodes. While a link is up, the communication across it is in
�rst-in-�rst-out order and is reliable but asynchronous.

We model the whole system as a set of (in�nite) state
machines that interact through shared events (a specializa-
tion of the IOA model [10]). Each node and each link is
modeled as a separate state machine. The shared events are
Link Up/Down noti�cations and receipt of messages, all of
which are controlled and initiated by the link and responded
to by the node. The sending of a message is also a shared
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event, but it is controlled and initiated by the node and re-
sponded to by the link; we are not explicitly modeling this.

The next subsection gives more details about how links
are modeled and speci�es the initial states. The algorithm
executed by the nodes and its initial states are described in
Section 3.

2.2 Modeling Asynchronous Dynamic Links

We now specify how communication is assumed to oc-
cur over the dynamic links, and how noti�cation of a link's
status is synchronized at the two endpoints of the link.

The state of a link Linkf u;vg, which models the bidi-
rectional communication link between nodeu and nodev,
consists of astatusvariable and two queues of messages.

The possible values of thestatus variable areUp,
GoingDownu, GoingDownv, Down, ComingUpu, and
ComingUpv. The link transitions among different values of
its statusvariable through LinkUp and LinkDown events.
Figure 1 shows the state transition diagram for Linkf u;vg.
The intuition is that if a LinkUp (resp., LinkDown) occurs
at one endpoint of the link, then LinkUp (resp., LinkDown)
must occur at the other endpoint before LinkDown (resp.,
LinkUp) can occur at either end.
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Figure 1. State diagram for statusvariable of
Link f u;vg.

The other components of the link's local state are the two
message queues:mqueueu;v holds messages in transit from
u to v andmqueuev;u holds messages in transit fromv to u.

An attempt by nodeu to send a message to nodev results
in the message being appended tomqueueu;v if the link's sta-
tus is either ComingUpu or Up; otherwise there is no effect.
If the status is ComingUpu, then messages in transit fromu
to v are held in the queue untilv has been noti�ed that the
link is Up. Once the link is Up, the event by which nodeu
receives the message at the head ofmqueuev;u is enabled to
occur. An attempt by nodev to send a message to nodeu is
handled analogously.

Whenever a LinkDownu or LinkDownv event occurs,
both message queues are emptied. Neitheru norv is alerted

to which messages in transit have been lost due to the
LinkDown.

In an initial state of the link, both message queues are
empty and the status is either Up or Down.

2.3. Con�gurations and Executions

The notion of con�guration is used to capture an instan-
taneous snapshot of the state of the entire system. Acon�g-
uration is a vector of node states, one for each node inP ,
and a vector of link states, one for each link inL .

Assume that the undirected graphG = ( V;E) de�nes the
initial communication topology of the system, whereV is a
set of vertices corresponding to the setP of nodes, andE
is a set of edges corresponding to the set of communication
links that are up. In aninitial con�guration with respect
to G, each node is in an initial state (as prescribed by the
node's algorithm), each link corresponding to an edge inE
is in an initial state with its status equal to Up, and every
other link has its status equal to Down.

De�ne an execution as an in�nite sequence
C0;e1;C1;e2;C2; : : : of alternating con�gurations and
events, starting with an initial con�guration and, if �nite,
ending with a con�guration, that satis�es the following
safety conditions:

� C0 is an initial con�guration (w.r.t. some initial topol-
ogyG).

� The preconditions for eventei are true inCi� 1 for all
i � 1.

� Ci is the result of executing eventei on con�guration
Ci� 1, for all i � 1 (only the node and link involved in
an event change state, and they change according to
their state machine transitions).

An execution also satis�es the following liveness condi-
tions:

� If a link remains Up for in�nitely long, then every mes-
sage sent over the link is eventually delivered.

� For each link, if only a �nite number of link events
occur, then the link status after the last one is either Up
or Down (not in between).

We also assign a positive real-valuedglobal time gtto
each eventei , i � 1, such thatgt(ei) < gt(ei+ 1) and, if
the execution is in�nite, the global times increase without
bound. Each con�guration inherits the global time of its
preceding event, sogt(Ci) = gt(ei) for i � 1; we de�ne
gt(C0) to be 0. We assume that the nodes have perfect
clocks, i.e., the nodes have access togt.
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2.4. Problem De�nition

Each nodeu in the system has a local variablelidu to
hold the identi�er of the node currently considered byu to
be the leader of the connected component containingu.

In every execution that includes a �nite number of topol-
ogy changes, we require that the following eventually holds:
Every connected componentCC of the �nal topology con-
tains a nodè , the leader, such thatlidu = ` for all nodes
u 2 CC, including` itself.

Our algorithm also ensures that eventually each link in
the system has a direction imposed on it by virtue of the data
stored at each endpoint such that each connected component
CC is aleader-oriented DAG, i.e., every node has a directed
path to the leader.

3. Leader Election Algorithm

In this section, we explain the local variables used in
our leader election algorithm. The pseudocode for the al-
gorithm is presented in Figures 2, 3 and 4. An overview
and sample execution is given in Section 3.1. In the analy-
sis, variablev of nodei will be indicated asvi .

Each nodei keeps an array of heights,heighti, with an
entry for itself and for each of its neighbors, in which it
stores the most recent height information that it has received
for those nodes.

Each height is a 7-tuple, with the following components:

1. t , a nonnegative timestamp that is either 0 or the time
when the current search for an alternate path to the
leader was initiated

2. oid, a nonnegative value that is either 0 or the id of the
node that started the current search

3. r, a bit that is set to 0 when the current search is initi-
ated and set to 1 when the current search hits a deadend

4. d, an integer that is set to ensure that links are di-
rected appropriately to neighbors with the same �rst
three components

5. nlts, a nonpositive timestamp whose absolute value is
the time when the current leader was elected

6. lid, the id of the current leader

7. id, the id of the node

Components(t ;oid; r) are referred to as thereference
level, or RL; (t ;oid) alone are referred to as thereference
level pre�x; and(nlts; lid) is referred to as theleader pair
or LP. The components of entryk in heighti are referred to
as(t k;oidk; rk;dk;nltsk; lidk;k) in the pseudocode.

Nodes communicate over links during the algorithm ex-
ecution by sendingUpdatemessages. Each message con-
tains only the height tuple of the sending node. The link

between nodei and one of its neighboring nodesj is con-
sidered byi to beoutgoing(directed fromi to j) if and only
if heighti[i] > heighti[ j]. That is, nodei uses the information
in its local state concerning itself and nodej to determine
(its view of) the direction of the link toj. Because of mes-
sage delays, it is not necessarily the case thati and j have
consistent views of the direction of the link between them.

Other events that occur at a node are formations
(LinkUps) and failures (LinkDowns) of links. Suppose the
most recent indication that nodei has received concerning
the link between itself and nodej is a LinkUp. If i has re-
ceived a message fromj since that LinkUp, theni considers
j as one of its neighbors, and stores the id ofj in its local
variableNi . If i has not yet received a message fromj, then
the link is considered as still forming, andi stores the id ofj
in its local variableformingi; j is not considered a neighbor
of i (yet).

Given an initial connected communication graphG =
(V;E), with V corresponding to the set of nodes andE to
the set of communication links that are up, the initial state
of each nodei is de�ned as follows1.

� formingi is empty
� Ni contains the id of every nodej such that the vertices

in V corresponding toi and j are neighbors inG
� heighti[i] = ( 0;0;0;di ;0; `; i), where ` is the id of a

�xed node in i's connected component, the current
leader

� for each neighborj of i, heighti[ j] = heightj [ j] (i.e., i
has accurate information aboutj 's height)

Furthermore, for each nodei, di equals the distance fromi
to `; this condition ensures that every node has a directed
path to`.

Next we de�ne the conditions under which a node con-
siders itself to be a sink.

� SINK = ((LP j
i = LPi

i 8 j 2 Ni) and (heighti [i] <
minf heighti [ j] 8 j 2 Nig) and(lid i

i , i)) . This pred-
icate is true when, according toi's local state,i is not
a leader, has all neighbors with the sameLP, and has
no outgoing links. If nodei has links to any neighbors
with different LPs, i is not considered a sink, regard-
less of the directions of those links.

3.1 Overview of Algorithm

We depict the network as a DAG in which each bidirec-
tional communication link points from a node with lexico-
graphically higher height to another node with lexicograph-
ically lower height. Nodes send algorithm messages only

1If initial knowledge of neighboring nodes is not available,then the
algorithm could begin with each node in a singleton connected component.
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When nodei receivesUpdate(h) from node j:
1. height[ j] := h
2. forming := forming n f jg
3. N := N [ f jg
4. myOldHeight := height[i]
5. if ( (nltsi ; lid i ) = ( nltsj ; lid j )) // leader pairs are the same
6. if ( SINK )
7. if (9 (t ;oid;r) j (t k, oidk; rk) = ( t ;oid;r) 8 k 2 N)
8. if (( t > 0) and (r = 0))
9. REFLECTREFLEVEL

10. else if (( t > 0) and (r = 1) and (oid = i))
11. ELECTSELF

12. else
// (t = 0) or ( t > 0 and r = 1 and oid , i)

13. STARTNEWREFLEVEL

14. end if
15. else

// neighbors have different ref levels
16. PROPAGATELARGESTREFLEVEL

17. end if
// else not sink, do nothing

18. end if
19. else // leader pairs are different
20. ADOPTLPIFPRIORITY( j)
21. end if
22. if ( myOldHeight , height[i])
23. send Update( height[i]) to all k 2 (N [ forming)
24. end if

Figure 2. Code triggered by Update message.

When LinkDown event occurs at nodei for link to node j:
1. N := Nn f jg
2. forming := formingnf jg
3. if ( N = /0)
4. ELECTSELF

5. else if ( SINK )
6. STARTNEWREFLEVEL

7. send Update( height[i]) to all k 2 (N [ forming)
8. end if

When LinkUp event occurs at nodei for link to node j:
1. forming := forming [ f jg
2. send Update( height[i]) over new link

Figure 3. Code triggered by link changes.

when they change the contents of their height tuple. The
contents of the height tuple at a particular node are changed
only when the node elects itself a leader, when it changes its
current leader, or when it loses its last outgoing link to its
current leader. The network isquiescentwhen there is no
message in transit on any link. Messages that do not cause
a node to lose its last outgoing link to its current leader or
to change its current leader result only in a change to the
internal data that node keeps about its neighbors' heights.

Figure 5 shows a sample execution of the algorithm.
Each part (a)–(h) is discussed below.

(a) A quiescent network is a leader-oriented DAG in
which node H is the current leader. The height of each

ELECTSELF

1. height[i] := ( 0;0;0;0; � t; i; i)
// t is current time, negated for timestamp

REFLECTREFLEVEL

1. height[i] := ( t ;oid;1;0;nltsi ; lid i ; i)

PROPAGATELARGESTREFLEVEL

1. (t i ;oidi ; r i ) := maxf (t k;oidk; rk)j k 2 Ng
2. d i := minf dk j k 2 N and (t i ;oidi ; r i ) = ( t k;oidk; rk)g � 1

STARTNEWREFLEVEL

1. height[i] := ( t; i;0;0;nltsi ; lid i ; i) // t is current time

ADOPTLPIFPRIORITY( j)
1. if (( nltsj < nltsi ) or (( nltsj = nltsi ) and ( lid j < lid i )))
2. height[i] := ( t j ;oid j ; r j ;d j + 1;nltsj ; lid j ; i)
3. end if

Figure 4. Subroutines.

node is displayed in parenthesis. Link direction in this
�gure is shown using solid-headed arrows and mes-
sages in transit are arrows with outlined heads super-
imposed on the links that point from message sender
to receiver.

(b) When non-leader node G loses its last outgoing link
due to the loss of the link to node H, G executes
subroutineSTARTNEWREFLEVEL and takes on RL
(5,G,0) andd = 0. Then node G sends messages with
its new height to all its neighbors. By raising its height
in this way, G has started a search for leader H.

(c) Nodes D, E, and F receive the messages sent from node
G, messages that cause each of these nodes to take on
RL (5,G,0) and set itsd to � 1, ensuring that its height
is lower than G's but higher than the other neighbors'.
Then D, E and F send messages to their neighbors.

(d) Node B has received messages from both E and D with
the new RL (5,G,0), and C has received a message
from F with RL (5,G,0); as a result, B and C take on
RL (5,G,0) withd set to� 2, and send messages.

(e) Node A has received message from both nodes B and
C. In this situation, node A is connected only to nodes
that are participating in the search started by node G
for leader H. In this case, node A “re�ects” the search
by setting the re�ection bit in the (5,G,*) reference
level to 1, resetting itsd to 0, and sending its new
height to its neighbors.

(f) Nodes B and C take on the re�ected reference level
(5,G,1) and set theird to � 1, causing their heights to
be lower than A's and higher than their other neigh-
bors'. Then they send their new heights to their neigh-
bors.
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(g) Nodes D, E, and F act similarly as B and C did in part

(f), but set theird variables to� 2.

(h) When node G receives the re�ected reference level
from all its neighbors at time 14, it knows that its
search for H is in vain and it elects itself. The new
LP (-14,G) then propagates through the component as-
suming no further link changes occur; eventually each
node has RL (0,0,0) and LP (-14,G), with D, E and F
havingd = 1, B and C havingd = 2, and A having
d = 3.

4. Correctness Proof

In this section, we show that, once topology changes
cease, the algorithm eventually terminates with each con-
nected component forming a leader-oriented DAG. First, we
make some de�nitions regarding the information concern-
ing nodes' heights that exists in the system and prove some
properties about it. Then we prove that, after the last topol-
ogy change, each node elects itself a �nite number of times
and a �nite number of new reference levels are started. As
a result, we show that eventually no messages are in transit
and at that point we have a leader-oriented DAG.

Throughout the proof, consider an arbitrary execution of
the algorithm in which the last topology change occurs at
some timetLTC, and consider any connected component of
the �nal topology.

4.1. Height Tokens and Their Properties

Since a node makes algorithm decisions based solely on
comparisons of its neighboring nodes' height tuples, we
�rst present several important properties of the tuple con-
tents.

De�ne h to be aheight token for node uin a con�guration
if h is in an Update message in transit fromu, or h is the
entry foru in the height array ofu or one ofu's neighbors.

Let LP(h) be the leader pair ofh, RL(h) the reference
level (triple) ofh, d(h) thed value ofh, lts(h) the absolute
value of the (nonpositive) leader timestamp (component
nlts) of h, andt (h) thet value ofh. For each con�guration
Ci of the execution, recall from Sect. 2 thatgt(Ci) is the
global time of its preceding event,ei .

Property A: If h is a height token in con�gurationC, then
lts(h) � gt(C), andt (h) � gt(C).

Proof. By induction on the con�gurations in the execution.
In the initial con�gurationC0, all the leader timestamps and
t values are 0 andgt(C0) = 0. Suppose the property is true
in con�gurationCi� 1 and show it remains true in con�gu-
rationCi . Sincegt(Ci) > gt(Ci� 1) and all existing height

tokens have leader timestamps andt values that are less
than or equal togt(Ci� 1) by the inductive hypothesis, we
only need to consider actions that cause a new value for
the leader timestamp or thet value to come into existence,
namely, calls toELECTSELF and STARTNEWREFLEVEL.
In both cases, the new values are set equal togt(Ci). �

Given a con�guration in which Linkf u;vg has status Up
and u 2 Nv, the (u;v) height sequenceis de�ned as the
sequence of height tokensh0;h1; : : : ;hm, whereh0 is u's
height,hm is v's view of u's height, andh1; : : : ;hm� 1 is the
sequence of height tokens in the Update messages in transit
from u to v. If the status of Linkf u;vg is ComingUpu, or
if Link f u;vg status is Up butu < Nv, then the(u;v) height
sequence is de�ned similarly except thath1; : : : ;hm is the
sequence of height tokens in the Update messages in transit
from u to v; in these cases,v does not have an entry foru in
its height array. For any other value of the status, the(u;v)
height sequence is unde�ned.

The next property states some important facts about
height sequences. If the link's status is Up andm = 1,
meaning that no messages are in transit fromu to v, then
Part (1) indicates thatv has an accurate view ofu's height.
If there are Update msgs in transit, then the most recent one
sent has accurate information. Part (2) implies that leader
pairs are taken on in decreasing order. Part (3) implies that
reference levels are taken on in increasing order within the
same leader pair.

Property B: Let h0;h1; : : : ;hm be the(u;v) height sequence
for any Linkf u;vg whose status is Up or ComingUpu. Then
the following are true:

(1) h0 = h1.
(2) For all l , 0 � l < m, LP(hl ) � LP(hl+ 1).
(3) For all l , 0 � l < m, if LP(hl ) = LP(hl+ 1), then

RL(hl ) � RL(hl+ 1).

Proof. Fix two nodesu andv and consider the(u;v) height
sequence.

Initially in C0, Linkf u;vg is either Up or Down. If it is
Down, then the(u;v) height sequence is unde�ned. If it is
Up, then the de�nition of initial con�gurations states that
no messages are in transit andv has an accurate view ofu's
height, that is,m= 1 andh0 = h1.

Suppose the property is true in con�gurationCi� 1 and
show it is still true in con�gurationCi .

Suppose eventei is LinkDownu occurring atu. Then
the (u;v) height sequence is not de�ned inCi . A similar
argument applies when LinkDownv occurs atv.

Suppose eventei is LinkUpu occurring atu. In Ci� 1, the
status of the link is either Down or ComingUpv. In either
case, there are no messages in transit fromu to v in Ci� 1.
Thus inCi the(u;v) height sequence ish;h, whereh is the
height ofu in Ci , which is stored inu's height array and is
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Figure 5. Simple execution when leader H becomes disconnect ed (a), with time increasing from (a)–
(h). With no other link changes, every node in the connected c omponent will eventually adopt G as
its leader.

in the Update message thatu sends tov. Clearly this height
sequence satis�es the three conditions.

Suppose eventei is LinkUpv occurring atv. If, in Ci� 1,
the status of the link is Down, then inCi the status of the link
is ComingUpv, and the(u;v) height sequence is unde�ned.
If, in Ci� 1, the status of the link is ComingUpu, then inCi
there is no change to the(u;v) height sequence and thus the
inductive hypothesis implies that the three conditions still
hold.

Suppose eventei is the receipt byv of an Update mes-
sage fromu. In one case, the(u;v) height sequence changes
by dropping the last element, if the oldest message in tran-
sit takes the place ofv's view of u's height. In the other
case, the(u;v) height sequence does not change if the re-
ceipt causesv to recordu's height and addu to Nv. In both
cases, the three conditions still hold.

Suppose eventei is the receipt byuof an Update message
from nodew or is a LinkDown event for a link to some node
other thanv. If u does not change its height, then there is no
change affecting the property.

Supposeu changes its height fromh0
0 to h.

Let the(u;v) height sequence inCi� 1 be h0
0;h0

1; : : : ;h0
m.

By the inductive hypothesis,h0
0 = h0

1. By the code, the (u;v)
height sequence inCi is h;h;h0

1; : : : ;h0
m. In each case we just

have to show thath has the proper relationship toh0
1, which

equalsh0
0.

Case 1: ei calls REFLECTREFLEVEL: All of u's neigh-
bors are viewed as having the same LP asu, having ref-
erence level(t; p;0) for somet and p, and having a larger
height thanu.

Sinceu is a sink during the step,RL(h0
0) � (t; p;0). Since

RL(h) = ( t; p;1), and the old and new LP are the same, the
property holds.

Case 2: ei calls ELECTSELF: By Property A, the times-
tamp in LP(h0

0) is less than or equal togt(Ci� 1). The
new leader pair has timestampgt(Ci), which is greater than
gt(Ci� 1). SoLP(h) < LP(h0

0).
Case 3: ei callsSTARTNEWREFLEVEL: By Property A,

the t value inRL(h0
0) is less than or equal togt(Ci� 1). The

new reference level hast valuegt(Ci), which is greater than
gt(Ci� 1) and the LP is unchanged. SoLP(h) = LP(h0

0) and
RL(h) > RL(h0

0).
Case 4: ei calls PROPAGATELARGESTREFLEVEL: All

neighbors ofu are viewed as having the same LP asu, but
with different RL's among themselves, and having larger
heights thanu. By the code,u takes on the largest neigh-
boring RL, which is at least as large asu's old RL, sinceu
is a sink. The LP is unchanged. SoLP(h) = LP(h0

0) and
RL(h) � RL(h0

0).
Case 5: ei callsADOPTLPIFPRIORITY: By the code, the

new LP is smaller than the previous, soLP(h) < LP(h0
0). �

4.2. Bounding the Number of Elections

In this subsection, we show that every node elects itself
at most once after the last topology change. The key is to
show that a node that adopts a leader pair (in Line 20 of Fig-
ure 2) that originated after the last topology change never
subsequently becomes a sink.

De�ne the following with respect to any con�guration
in the execution. Forlts s � tLTC and lid `, let LP tree
LT(� s; `) be the subgraph of the connected component
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whose vertices consist of all nodes that have taken on LP
(� s; `) in the execution (even if they no longer have that
LP), and whose directed edges are all ordered pairs(u;v)
such thatv adopts LP(� s; `) due to the receipt of an Update
message fromu. Since a node can take on a particular LP
only once by Property B,LT(� s; `) is a tree rooted at̀.

Property C: For each height tokenh with RL (t; p; r),
eithert = p = r = 0, ort > 0, p is a node id, andr is 0 or 1.

Proof. The proof is by induction on the sequence of con�g-
urations in the execution. The basis follows since all height
tokens in an initial con�guration have RL(0;0;0).

For the inductive step, we consider all the ways that a
new RL can be generated (as opposed to copying an exist-
ing one). InELECTSELF, the new RL is (0,0,0). InSTART-
NEWREFLEVEL, the new RL is(t; p;0), wheret is the cur-
rent time, which is positive, andp is a node id.

In REFLECTREFLEVEL, the new RL is(t; p;1), where
(t; p;0) is a pre-existing height token. By the precondition
for executingREFLECTREFLEVEL, t is positive. By the in-
ductive hypothesis applied to the pre-existing height token
(t; p;0), p is a node id. �

Property D: Let h be a height token for some nodeu. If
LP(h) = ( � s; `), wheres� tLTC, thenRL(h) = ( 0;0;0) and
d(h) is the distance inLT(� s; `) from ` to u.

Proof. By induction on the con�gurations in the execution.
By Property A, the basis is con�gurationCj , just after the

event at times when the �rst height tokens with LP(� s; `)
are created. By the code, these height tokens are created by
node` for itself and have RL(0;0;0) andd = 0.

Assume the property is true in con�gurationCi� 1, with
i � 1 � j, and show it is true in con�gurationCi . Since
no further topology changes occur, the only possibility for
eventei is the receipt of an Update message. Suppose node
u receives Update(h) from neighboring nodev.

As a result of the receipt of the message,u recordsh as
v's height in its view. The inductive hypothesis implies that
the property remains true for this new height token.

Also as a result of the receipt of the message,u might
change its height.

Supposeu changes its height by adopting the LP in
h, whereLP(h) = ( � s; `). By the inductive hypothesis,
RL(h) = ( 0;0;0), andd(h) is the distance from̀ to v in
LT(� s; `) in Ci� 1. By Property B, sinceu adopts(� s; `), it
must be thatu's LP is larger than(� s; `) in Ci� 1, and thus
v is u's parent inLT(� s; `). By the code,u sets its RL to
(0;0;0) and itsd to d(h)+ 1. But this is exactly the distance
in LT(� s; `) from ` to u. So all height tokens created in this
step satisfy the property.

Supposeu changes its height because it becomes a sink
andu's new height has LP(� s; `). Sincegt(ei) > s, the new
height is not a result of executingELECTSELF. Thus the old
height ofu, call it h0, also has LP(� s; `). Sinceu becomes
a sink, all its neighbors have LP(� s; `) in u's view, and
by the inductive hypothesis they all have RL(0;0;0) in u's
view. Thus the new height ofu is not the result of executing
REFLECTREFLEVEL (which requires the neighbors' com-
mon t to be positive) orPROPAGATELARGESTREFLEVEL

(which requires the neighbors to have different RL's). In-
stead, it must be the result of executingSTARTNEWRE-
FLEVEL. Sinceu is a sink and(0;0;0) is the smallest pos-
sible RL by Property C,RL(h0) = ( 0;0;0). Also sinceu is a
sink,u , `. Let v beu's parent in the LP-treeLT(� s; l ) and
let d be the distance in that tree from̀to v. By the inductive
hypothesis, inu's view of v's height,v's d = d, but in u's
own height,d = d + 1. Thus the edge betweenu andv is
directed towardv, andu cannot be a sink, contradiction.�

Lemma 1 Any node u that adopts leader pair(� s; `) for
any` and any s> tLTC never subsequently becomes a sink.

Proof. Suppose in contradiction thatu adopts leader pair
(� s; `) at timet1 > s and that at timet2 > t1, u becomes
a sink. Supposeu does not change its leader pair in the
time interval(t1;t2). (If u did change its leader pair, the new
leader pairs would all be smaller than(� s; j) by Property B,
and the argument would still hold with respect to the latest
leader pair taken on byu in that time interval.)

Let v be the parent ofu in the LP-treeLT(� s; `). Imme-
diately after timet1, the link(u;v) is directed fromu to v in
u's view.

In order foru to become a sink at timet2, there must be
some time betweent1 andt2 when the link(u;v) reverses
direction in u's view. Suppose the link reverses because
u's height lowers. Recall thatu does not change its leader
pair in (t1;t2) by assumption. By Property D,u's reference
level remains(0;0;0) in (t1;t2) and u's d stays the same
in the interval. That is,u's height does not change, and in
particular does not lower. Thus the only way that the link
(u;v) can reverse direction in(t1;t2) is due to the receipt by
u of an update message fromv with a new height forv that
is higher thanu's height.

How canv's height change afterv takes on leader pair
(� s; `)? One possibility is thatv's leader pair changes. By
Property B, any change inv's leader pair will be to a smaller
one, which will be adopted byu together with ad value that
keeps the link directed fromu to v in u's view.

The other possibility is thatv's leader pair does not
change but some other component of its height changes. But
by Property D, sincev's leader pair has timestamp� s with
s> tLTC, v's RL andd cannot change.

Thus no change tov's height reported tou after timet1
can cause the link(u;v) to be directed fromv to u in u's
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view, andu cannot be a sink at timet2, which is a contra-
diction. �

Lemma 2 If a node u elects itself at some time t1 after tLTC,
then u never subsequently becomes a sink.

Proof. When u elects itself at timet1, it takes on leader
pair (� t1;u). In order foru to become a sink aftert1, it must
�rst take on a different LP, one withlid not equal tou. If u
never takes on a different LP after timet1, then it is never a
sink aftert1. Supposeu takes on a different LP at some time
after t1. Consider the �rst time thatu does so, say at time
t > t1, and let(� s; `) beu's new LP. By Property B,s> t1,
and thuss> tLTC. By Lemma 1,u does not become a sink
after timet. �

Since a node must become a sink in order to elect itself
after the last topology change, a corollary to the previous
lemma is:

Lemma 3 No node elects itself more than once after tLTC.

4.3. Bounding the Number of New Reference Levels

In this subsection, we show that every node starts a new
reference level at most once after the last topology change.
The key is to show that after link changes cease, nodes will
not continue executing Line 13 of Figure 2 in�nitely and
will therefore stop sending algorithm messages. First we
show that thed value of a node does not change unless its
RL or LP changes.

Property E: If h andh0are two height tokens for the same
node u with RL(h) = RL(h0) and LP(h) = LP(h0), then
d(h) = d(h0).

Proof. Initially, in C0, the only height tokens for nodeu are
the ones inu and the ones inu's neighbors, and the neigh-
bors have accurate views ofu's height.

Suppose the property is true through con�gurationCi� 1
and show it is still true in the next con�gurationCi . The
only way that new height tokens can be introduced into the
system is if a nodeu changes its height and sends Update
messages with the new height to its neighbors.

Supposeu changes its height throughELECTSELF (resp.,
STARTNEWREFLEVEL). Since the new height's leader
timestamp (resp.,t ) is the current time, Property A implies
that there is no pre-existing height token foru in the system
with the new leader timestamp (resp.,t ). Thus there cannot
be two height tokens foru with the same RL and LP but
con�icting ds.

Supposeu changes its height throughADOPTLPIFPRI-
ORITY. Then the new height ofu has a smaller LP than the

old height. By Property B, there is no pre-existing height
token foru in the system with the new LP. Thus there can-
not be two height tokens foru with the same RL and LP but
con�icting deltas.

Supposeu changes its height throughREFLECTRE-
FLEVEL. Sinceu is a sink and in its view all its neigh-
bors have a common, unre�ected, RL, call it(t; p;0), u's
RL must be at most(t; p;0). Sinceu's new RL is(t; p;1),
Property B implies that there is no pre-existing height to-
ken foru in the system with the new RL. Thus there cannot
be two height tokens foru with the same RL and LP but
con�icting ds.

Supposeu changes its height throughPROPAGATE-
LARGESTREFLEVEL. The precondition includes the re-
quirement that not all the neighbors have the same RL (in
u's view). Sinceu becomes a sink,u's old RL is less than
the largest RL of its neighbors, which is the RL thatu takes
on in Ci . Property B implies that there is no pre-existing
height token foru in the system with the new RL.

Thus there cannot be two height tokens foru with the
same RL and LP but con�ictingds. �

The next de�nition and its related properties are key to
understanding how unre�ected and re�ected reference lev-
els spread throughout the connected component after the
last topology change.

De�ne the following with respect to any con�guration
in the execution aftertLTC. For t � tLTC, let theRL DAG
RD(t; p) be the subgraph of the connected component
whose vertices consist ofp and all nodes that have taken
on RL pre�x (t; p) by executing eitherPROPAGATE-
LARGESTREFLEVEL or REFLECTREFLEVEL in the
execution (even if they no longer have that RL pre�x). In
RD(t; p), the directed edges are all ordered pairs of node
ids (u;v) such that a link exists betweenu andv andu has
RL pre�x (t; p) prior to the event in whichv �rst takes on
RL pre�x (t; p). We say that nodeu is a predecessorof
nodev in RD(t; p) andv is asuccessorof u in RD(t; p).

Property F: If there is a height token for nodeu with RL
pre�x (t; p) andt � tLTC, thenu is in RD(t; p).

Proof. By induction on the sequence of con�gurations in
the execution.

The basis is con�gurationCj , wheregt(Cj ) = t, i.e., the
time when nodep starts RL(t; p;0). By Property A, there
is no height token with RL pre�x(t; p) in Cj � 1, so the only
height tokens we have to consider are those created byp,
for p. By de�nition, p is in RD(t; p).

Suppose the property is true through con�gurationCi� 1
and show it is true inCi .

Suppose in contradiction, in eventei , some nodeu takes
on RL pre�x (t; p) by calling ADOPTLPIFPRIORITY after
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receiving an update message from neighborv containing
heighth with RL pre�x (t; p). By the inductive hypothe-
sis,v is in RD(t; p).

Let (� s; `) beLP(h). Whenv takes on RL pre�x(t; p),
it already has LP(� s; `). To see why, consider thatv must
have a path to nodep that has been in place sincep started
the new RL pre�x at timet, by the assumption that link
changes have stopped by timet. Before timet, all the neigh-
bors of p had LP(� s; `) and a lower RL pre�x, by Prop-
erty B, or p would not have started a new reference level
for LP (� s; `). Since the neighbors ofp had LP(� s; `),
they would have sent messages containing that LP to their
neighbors prior to timet. Likewise, those neighbors would
have messages in transit to their neighbors containing the
LP (� s; `) and so on. In short, if the LP(� s; `) is adopted
by any nodes that have a path top at t, then the LP would
have been adopted when that LP spread through the network
with a lower RL pre�x. Thus, whenv putsh in transit tou,
there is already ahead of it in the(v;u) height sequence a
height token forv's old height, with LP(� s; `). Since the
links are FIFO,u has already received the old height from
v beforeei . So inCi� 1, u has a LP that is(� s; `) or smaller
already, before handling the Update message with heighth.
Thusu does not executeADOPTLPIFPRIORITY in ei , con-
tradiction. �

Property G: If there is a height token for nodeu with RL
(t; p;1) andt � tLTC, then all neighbors ofu are inRD(t; p).

Proof. By induction on the sequence of con�gurations in
the execution.

The basis is the con�gurationCj with gt(Cj ) = t, i.e., the
time when the new RL is started at nodep. By Property A,
there is no height token inCj � 1 with RL (t; p;1), and inCj
we only add height tokens for nodep with RL (t; p;0). So
the property is vacuously true.

Suppose the property is true through con�gurationCi� 1
and show it is true inCi , i > j.

By Property F and the de�nition ofRD(t; p), the only
way that u can take on RL(t; p;1) is by REFLECTRE-
FLEVEL or PROPAGATELARGESTREFLEVEL.

Supposeu takes on RL(t; p;1) due to REFLECTRE-
FLEVEL. Then all u's neighbors have RL(t; p;0) in its
view. By Property F, then, they are all inRD(t; p).

Supposeu takes on RL(t; p;1) due to PROPAGATE-
LARGESTREFLEVEL. Thus there is a height token inCi� 1
for some neighbor ofu with RL (t; p;1). By the inductive
hypothesis applied tov, all of v's neighbors, includingu,
are inRD(t; p). Thusu's RL pre�x at some earlier time is
(t; p). By Property B (since the LP does not change in this
interval), u's RL pre�x in Ci� 1 is at least(t; p). Sinceu
is a sink during eventei , u's RL pre�x in Ci� 1 is at most
(t; p), so it is exactly(t; p) in Ci� 1. Sinceu is a sink, every

neighbor ofu (in u's view) has RL pre�x at least(t; p), and
since(t; p;1) is the maximum of the neighboring RL's, ev-
ery neighbor ofu (in u's view) has RL pre�x exactly(t; p).
Thus by Property F, every neighbor ofu is in RD(t; p). �

The next property says that if nodeu views the link
between itself andv as incoming andu andv have the same
LP, thenv cannot have raised its height for that LP; the
intuition is that if u sees the link as incoming, thenv sees
the link as outgoing and thus cannot become a sink.

Property H: Suppose nodeu has heighthu, neighboring
nodev has heighthv, andu's view of v's height ish0

v, all
with the same LP. Ifhu < h0

v, thenh0
v = hv.

Proof. Consider a timet when the hypotheses of the prop-
erty hold. At some previous timet0, v's height ish0

v. By
Property B,u's height at timet0, call it h0

u, is at mosthu and
v's view of u's height, call ith00

u, is at mosth0
u. Throughout

the interval betweent0 andt, v's height is at leasth0
v. Also

throughout the interval betweent0andt, u's height, and thus
v's view of u's height, is at mosthu. Sinceh00

u � h0
u � hu by

Property B, andhu < h0
v by assumption,v is not a sink dur-

ing the intervalt0 andt and thus cannot change its height.
�

Property I: Consider two height tokens,hu for a nodeu
with RL(hu) = ( t; p; ru) andd(hu) = du, andhv for a neigh-
boring nodevwith RL(hv) = ( t; p; rv) andd(hv) = dv, where
t � tLTC. Then the following are true:
(1) ru � rv if and only if u is a predecessor ofv in RD(t; p).

(2) If ru = rv = 0, thendu > dv if and only if u is a prede-
cessor ofv.
(3) If ru = rv = 1, thendv > du if and only if u is a prede-
cessor ofv.

Proof. By induction on the sequence of con�gurations in
the execution.

Basis:Consider con�gurationCj , wheregt(Cj ) = t, that
is, when nodep starts the new reference level(t; p;0). By
Property A, in con�gurationCj � 1, there are no height to-
kens with RL pre�x (t; p). The only new height tokens in-
troduced by eventej are those forp with RL (t; p;0), and
the RL DAG RD(t; p) consists solely of nodep. Thus all
parts of the property are vacuously true.

Induction: Assume the property holds through con�gu-
rationCi� 1 and show it is true inCi , i > j.

By Property E, it is suf�cient to consider the height to-
kens inu's view, since there cannot be other height tokens
with the same RL and LP but differentds.

Suppose new height tokens with RL pre�x(t; p) are
created by nodeu during eventei . The only ways this
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can happen are viaREFLECTREFLEVEL andPROPAGATE-
LARGESTREFLEVEL, by Property F.

CASE 1: REFLECTREFLEVEL. During the execution of
ei , all of u's neighbors are viewed byu as having RL(t; p;0)
and the new height tokens created foru have RL(t; p;1).

We now show thatu's RL pre�x is less than(t; p) in
Ci� 1. Suppose in contradictionu has RL(t; p;0) in Ci� 1.
By the inductive hypothesis, part (2),u's d value cannot be
the same as that of any of its neighbors (since for any pair
of neighboring nodes one is the predecessor of the other.)
Sinceu is a sink, itsd value must be smaller than those of
all its neighbors. By the inductive hypothesis, part (2),u is a
successor of all its neighbors, of which there is at least one.

Then at some previous timet0 < gt(Ci� 1), u executed
PROPAGATELARGESTREFLEVEL and took on RL(t; p;0).
This must be howu took on(t; p;0) since, by Property F,
u cannot take on RL(t; p;0) by runningADOPTLPIFPRI-
ORITY, and, if u = p, u has no predecessors inRD(t; p),
contradicting the deduction thatu is a successor of at least
one neighbor. Att0, u has (in its view) at least one neigh-
bor with RL (t; p;0), (t; p;0) is the maximum RL of allu's
neighbors, and at least one neighbor, sayv, has a smaller
RL than(t; p;0), albeit larger thanu's (sinceu is a sink).
By Property H,v has still not taken on(t; p;0) at timet0, so
u joins RD(t; p) beforev does, and thusu is a predecessor
of v. But this contradicts the deduction above thatu is a
successor of all its neighbors.

Part (1): All neighbors ofu are its predecessors in
RD(t; p) and inCi , the predecessors ofu haver = 0 and
u hasr = 1 so this part continues to hold.

Part (2): The creation of the new height tokens does not
affect this part, since the new tokens do not haver = 0.

Part (3): Sinceu is not in RD(t; p) in Ci� 1, Property G
implies that there cannot be a height token for any ofu's
neighbors with RL(t; p;1), and this part is vacuously true.

CASE 2: PROPAGATELARGESTREFLEVEL. In this
case,u's neighbors have at least two different RLs so we
need to consider which RLu propagates,(t; p;0) or (t; p;1).

Case 2.1:Supposeu's new height has RL(t; p;0). We
�rst show thatu has RL less than(t; p;0) in Ci� 1. By the
precondition forPROPAGATELARGESTREFLEVEL, in u's
view, (t; p;0) is the largest neighboring RL, at least one
neighbor has RL less than(t; p;0), andu is a sink. Thus
u's RL must be less than(t; p;0).

Part (1): Since the new height tokens of bothu and its
predecessors have re�ection bit 0, this part is not invalidated
in Ci .

Part (2): Each ofu's neighbors for whichu has a height
tokenh0with RL (t; p;0) is a predecessor ofu in RD(t; p),
sinceu is not yet inRD(t; p). By the code,u's new heighth
has ad calculated so thath0> h.

Each ofu's neighborsv for which u has a height token
h0 with RL less than(t; p;0) is not a predecessor ofu in

RD(t; p), by Property H. By the code,u's new heighth has
ad calculated so thath > h0.

Part (3): The new height tokens do not have re�ection bit
1 so this part is unaffected.

Case 2.2:Supposeu's new height has RL(t; p;1). Then
the largest RL amongu's neighbors has, inu's view, RL
(t; p;1). Property G implies thatu is in RD(t; p). So the
RL pre�x of u is at least(t; p). Sinceu is a sink, its RL
pre�x is (t; p) in Ci� 1. So all neighbors (inu's view) have
RL (t; p;0) or (t; p;1) and there is at least one neighbor with
each RL.

Consider any neighborv of u with RL (t; p;1) in u's
view. By the inductive hypothesis, part (1),v must be a
successor ofu in Ci� 1. Consider any neighborw of u with
RL (t; p;0) in u's view. By the inductive hypothesis, part
(2), w must be a predecessor ofu in Ci� 1.

Part (1): Sinceu's new height causes it to have the same
re�ection bit as its successors, and a larger re�ection bit
than its predecessors, this part continues to hold inCi .

Part (2): Since the new height tokens do not have re�ec-
tion bit 0, this part is not affected.

Part (3): As argued above, each ofu's neighborsv for
whichu has a height tokenh0with RL (t; p;1) is a successor
of u in RD(t; p). By the code,u's new heighth has ad
calculated so thath0> h. �

Lemma 4 Every node starts a �nite number of new RLs
after tLTC.

Proof. Suppose in contradiction that some nodeu starts an
in�nite number of new RLs aftertLTC.

Now we show thatu takes on a new LP in�nitely often.
Suppose in contradiction thatu does not do so. LettLLP be
the latest time at whichu takes on a new LP. Consider the
�rst and second times thatu starts a new RL (for the same
LP) after maxf tLTC;tLLPg; call these timest1 andt2.

At time t1, u sets itst to t1. Sinceu does not take on any
more LPs, Property B implies that at the beginning of the
step at timet2, u's t is at leastt1, which is positive.

At the beginning of the event at timet2, let (t; p; r) beu's
RL and let(tc; pc; rc) be the common RL of allu's neighbors
(in u's view). Thus the precondition for starting a new RL
cannot be thattc = 0, otherwiseu would not be a sink. So it
must be thattc > 0, rc = 1, andpc , u.

There are two cases, depending on the relationship be-
tween(t; p) and (tc; pc) (note that(t; p) cannot be larger
than(tc; pc) sinceu is a sink).

Case 1:(t; p) < (tc; pc). Sinceu has a height token with
RL (tc; pc;1) for each neighborv, we can apply Property
G to deduce that all neighbors ofv, including u, are in
RD(tc; pc). Thus, at some previous time,u has RL pre�x
(tc; pc). But Property B implies that it is not possible foru
to have RL pre�x (tc; pc) and then later to have RL pre�x
(t; p), since(t; p) < (tc; pc).
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Case 2: (t; p) = ( tc; pc). By Property F, nodeu is in

RD(t; p). Thusu has a neighborv that is a predecessor ofu
in RD(t; p). Since inu's view, v has RL(t; p;1), Property
I, Part (1), implies thatu's re�ection bit must also be 1, and
Property I, Part (3), implies thatu's height must be greater
thanv's. But this contradictsu being a sink.

Sinceu takes on a new LP in�nitely often, timestamps
are assumed to increase without bound, and LPs taken on at
a node are decreasing by Property B, eventuallyu takes on
a LP whose timestamp is at leasttLTC. But then by Lemma
1, u is never again a sink, contradicting the assumption that
u starts a new RL in�nitely often. �

4.4. Bounding the Number of Messages

In this subsection we show that eventually no algorithm
messages are in transit.

Lemma 5 Eventually every node in the connected compo-
nent has the same leader pair.

Proof. Lemma 3 implies that there are a �nite number of
elections. Thus there is some smallest LP that ever appears
in the connected component at or aftertLTC, say (� s; `).
By the way the algorithm gives precedence to lower LPs,
eventually every node in the component takes on the lowest
LP and keeps that LP forever afterwards. �

Lemma 6 Eventually there are no messages in transit.

Proof. By Lemma 5, eventually every node in the con-
nected component has the same LP, say(� s; `). Lemma 4
states that there are a �nite number of new RLs started.
Thus there is a maximum RL that appears in the connected
component associated with the common LP(� s; `). Let t
be sometime afer the last RL has been started and the last
leader has been elected.

Assume in contradiction that messages are always in
transit. Since every message sent is eventually received,
there must be an in�nite number of Update messages sent.
Thus, in�nitely often after timet, an Update message is
received that causes the recipient to (temporarily) become
a sink, change its height, and send new Update messages.
Since there are no more elections or new RLs started af-
ter timet, the actions taken by the recipients areREFLEC-
TREFLEVEL andPROPAGATELARGESTREFLEVEL . Thus
eventually every node has the same, maximum, RL. Once
all nodes have the same RL, the only possible action when
a node becomes a sink is to runELECTSELF or START-
NEWREFLEVEL . But this contradicts the fact that after
timet these events do not happen. �

The previous lemma, together with Property B, gives us
this corollary:

Lemma 7 Eventually every node has an accurate view of
its neighbors' heights.

4.5. Leader­Oriented DAG

This subsection culminates in showing that eventually
the algorithm terminates (i.e., no messages are in transit),
with each connected component forming a leader-oriented
DAG.

Property J: A node is never a sink in its own view.

Proof. By induction on the sequence of con�gurations in
the execution.

In the initial con�guration, every node in every con-
nected component is assumed to have RL (0,0,0), LP(`; 0)
where` is a node in the same component, and a delta value
such that it has a directed path to`.

Assume the property is true in con�gurationCi� 1 and
show it is true inCi , i > 0. Letu be the node taking the step
ei .

First consider the case whenei is the receipt of an Up-
date message from a neighbor. If the neighbor's new height
causesu to become a sink, then either it elects itself (in
which case, by de�nition it is no longer a sink) or it re�ects a
reference level, starts a new reference level, or propagates a
reference level. In each of the latter three cases, the code en-
sures thatu is no longer a sink, as re�ection manipulates the
re�ection bit, starting a new reference level manipulates the
t component, and propagation manipulates the delta value
appropriately. If the neighbor's new height causesu to adopt
a new leader pair, then the code ensures thatu is no longer
a sink by manipulating the delta value appropriately.

If ei is a link down event, then any change tou's height
through electing itself or starting a new reference level does
not causeu to become a sink, as explained above. Ifei is a
link up event, then no change is made to any of the heights
stored atu. �

Property K: Consider any height tokenh for nodeu. If
RL(h) = ( 0;0;0), thend(h) � 0. Furthermore,d(h) = 0 if
and only ifu is a leader.

Proof. By induction on the sequence of con�gurations in
the execution. The basis follows by the de�nition of the
initial con�guration.

Assume the property is true in con�gurationCi� 1 and
show it is true inCi , i > 0. Letu be the node taking the step
ei .

Supposeu elects itself. Then by the code, it sets its RL
and delta to all zeroes, so the property holds.

Now consider all the ways thatu can change its RL
and/or delta, other than by electing itself. Re�ection causes
u to have a non-zero re�ection bit, so the property holds
vacuously. Starting a new reference level causesu to have a
positivet , so the property holds vacuously.
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Consider the situation whenu propagates the largest ref-

erence level, say RL. The precondition for propagation is
thatu's neighbors have different reference levels, and thus
RL must be larger than the reference level of another ofu's
neighbors. By Property C, then RL cannot be (0,0,0). Thus
u's new height does not have reference level (0,0,0) and thus
the property holds vacuously.

Consider the situation whenu adopts a new LP, be-
cause of the receipt of heighth. If RL(h) = ( 0;0;0), then
the inductive hypothesis shows thatd(h) � 0, and thus
u's new height has positived and the property holds. If
RL(h) , (0;0;0), then the property holds vacuously. �

Theorem 8 Eventually the connected component is a
leader-oriented DAG.

Proof. By Lemma 5, eventually all nodes in the component
have the same LP, say(� s; `). By Lemma 7, every node
eventually has an accurate view of its neighbors' heights.

First, we show that nodè must be in the component.
Suppose in contradiction that node` is not in the compo-
nent. Since cycles are not possible, there is some node in
the component that has no outgoing links. But this node is
not `, since we are assuming` is not in the component, and
thus the node is a sink, violating Property J.

Now that we know that nodè is in the component, we
can proceed to show that we have an`-oriented DAG. Prop-
erty K states that nodè, and only nodè, has RL (0,0,0) and
zerod. Property C implies no node has a negative number
in its RL. Thus Property K implies that` has the smallest
height in the entire component and therefore` has no out-
going links. Property J tells us that there are no sinks, so
every node other thaǹ has an outgoing link. Since there
are no cycles, we have a leader-oriented DAG, where` is
the leader. �

5. Leader Stability

In this section, we consider under what circumstances a
new leader will be elected. For some applications of a leader
election primitive, changing the leader might be costly or in-
convenient, so it would be desirable to avoid doing so unless
it is necessary. Without some kind of “stability” condition
limiting when new leaders can be elected, we could solve
the problem with a much simpler algorithm: whenever a
node becomes a sink because of a link going down, it elects
itself; a node adopts any leader it hears about with a later
timestamp.

The algorithm of Derhab and Badache [4] achieves sta-
bility by using inferences on the overlap of time intervals,
included in messages, to ensure that an older, possibly vi-
able, leader is maintained rather than electing a new one.
Their inferences require a more complicated set of rules

and messages than our algorithm, which elects a new leader
whenever local conditions indicate that all paths to an older
leader have been lost. While topology changes are taking
place, our algorithm may elect new leaders while paths still
exist, in a global view, to old leaders. However, we show
that new leaders will not be elected by our algorithm if exe-
cution starts from a leader-oriented DAG in which a single
link failure occurs while the old leader is still a part of the
connected component.

Theorem 9 Suppose at time t a connected component G0

is a leader-oriented DAG with no messages in transit and
leader`. Further, suppose a link in G0goes down at time t.
Let the resulting connected component containing` be G.
Then, as long as there are no further topology changes in
G, no node in G elects itself.

Proof. If the loss of the link at timet does not create a sink
in G, then no Update messages are sent inG and no node in
G elects itself.

Otherwise, suppose the loss of the link causes some node
u in G to become a sink. Thenu starts a new RL(t;u;0).

Suppose in contradiction some node inG elects itself
after timet. Suppose the �rst time this happens is timete.

Claim 1: Every message in transit after t has either
t � t or nlts � � te.

Claim 1 follows from Property B and the assumption
that no messages are in transit just before the LinkDown at
timet.

Claim 2: After time t and before te no new RL pre�x is
started.

Proof: Suppose in contradiction a new RL pre�x is
started aftert and beforete. Let tr be the �rst time this
happens. Since there are no topology changes or elections
in this interval, the new RL pre�x must be started because
some node, call iti, executes Line 13 of Figure 2 in response
to the receipt of an Update message attr .

There are two cases in which a node executes Line 13 of
Figure 2:

Case 1:After updating the height of one its neighbors,
in response to the message received, nodei views all its
neighbors as having RL(0;0;0). By Claim 1 and Property
A, the Update message received must havet � t, and since
t > 0, this is a contradiction.

Case 2:After updating the height of one its neighbors in
response to the message received, nodei views all neighbors
as having the same re�ected RL(s; j;1), but j , i. Since at
tr (the time of this event, when nodei starts a new RL), the
newest RL pre�x is(t;u), this common re�ected RL has
s� t. By Claim 1,s� t, sos= t. Since only one node loses
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its last outgoing link at timet, no node besidesu takes a step
at timet and thusj = u.

Thus, ini's view, all the neighbors ofi have RL(t;u;1)
but i , u. By Property F, all neighbors ofi are inRD(t;u).
By Property G with respect to a neighbor ofi, i is also in
RD(t;u). Sincei is a (temporary) sink during the execution
of this step,i must still have RL(t;u).

Since i , u, i must have a neighborj that is its pre-
decessor inRD(t;u). Property I, part (1), implies thati's
re�ection bit must also be 1. But then Property I, part
(3), implies that the height token forj in i's view must be
smaller thani's height, contradictingi being a sink. (End of
Proof of Claim 2.)

By Claim 2, the node that elects itself at timete must be
u.

Note that during(t;te), the only way a node inG can
change its height is by becoming a sink, since there is only
one leader pair present inG. Thus in the following, we
will use “becoming a sink” interchangeably with “changing
height”.

Let A be the set of nodes inG that have a directed path
to ` after the LinkDown at timet, and letB be the set of
nodes inG that no longer have a directed path to` at time
t. Clearly` is in A andu is in B.

Claim 3: No node in A becomes a sink during(t;te).

Proof: By induction on the distanced to ` at timet.

Basis: d= 0. By de�nition, the leader̀ is never a sink.

Induction. d> 0. Consider a nodea 2 A at distanced
from `. At time t, a has a neighbora0whose distance tòis
d � 1 such that the link betweena anda0 is directed froma
to a0. By the inductive hypothesis,a0 is never a sink during
[t;te] and thus keeps the same height. Since the height of
a cannot decrease (by Property B, since there is no new
leader pair), the link betweena and a0 remains directed
from a to a0. (End of Proof of Claim 3.)

By the precondition for a node to elect itself, atte each
neighbor ofu has RL(t;u;1) in u's view. By repeated ap-
plications of Property I, there can be no height tokens in the
system at timete with RL (t;u;0). The reason is that every
nodep with RL (t;u;0) would be a descendant of one of
u's neighbors, sop cannot be unre�ected while one of its
ancestors is re�ected.

Then by Property G, every node that has RL(t;u;1) must
view all its neighbors as having RL(t;u;1). But since some
node with RL(t;u;1) is a neighbor of some node inA, this
contradicts Claim 3 and Property G. �

6. Conclusion

We have described and proved correct a leader election
algorithm for asynchronous dynamic networks. A set of cir-
cumstances were identi�ed under which the algorithm does
not elect a leader unnecessarily, but it remains to give a
more complete characterization of such circumstances. The
algorithm relies on the nodes having perfectly synchronized
clocks; an interesting open question is to quantify the effect
on the algorithm of approximately synchronized clocks.
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