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Abstract “local leader election problem” in [5]). We present an al-

gorithm that is an extension of the leader election algaorith
An algorithm for electing a leader in an asynchronous in [11], which in turn is an extension of the MANET rout-
network with dynamically changing communication topol- ing algorithm TORA in [15]. TORA itself is based on ideas
ogy is presented. The algorithm ensures that, no matterfrom [6].
what pattern of topology changes occur, if topology changes  Gafni and Bertsekas [6] present two routing algorithms
cease, then eventually every connected component containsased on the notion of link reversal. In these algorithms,
a unique leader. The algorithm combines ideas from the each node maintainsteeightvariable, drawn from a totally
Temporally Ordered Routing Algorithm (TORA) for mo- ordered set; the link between two nodes is considered to be
bile ad hoc networks [15] with a wave algorithm [20], all  directed from the endpoint with larger height to that with
within the framework of a height-based mechanism for re- smaller height. Whenever a node becomes a sink, i.e., has
versing the logical direction of communication links [6]. no outgoing links, due to a link failure or due to noti cation
It is proved that in certain well-behaved situations, a new of a neighbor's changed height, the node increases its heigh
leader is not elected unnecessarily. so that at least one of its incoming links becomes outgoing.
In one of the algorithms of [6], the height is a pair, while in
the other the height is a triple; in both situations, heigines
1. Introduction compared lexicographically and the least signi cant com-
ponent is the node's unique id.

Leader election is an important primitive for distributed ~ The algorithms in [6] cause an in nite number of mes-
computing, useful as a subroutine for any application that Sages to be sent if a portion of the graph is disconnected
requires the selection of a unique processor among multi-from the destination. This drawback is overcome in TORA
ple candidate processors. Applications that need a leadet15], through the addition of a clever mechanism by which
range from the primary-backup approach to rep"cation- nodes can identify that they have been partitioned from the
based fault-tolerance to group communication systems [19] destination. In this case, the nodes go into a QUieSCGBt stat
and from video conferencing to multi-player games [8]. In TORA, each node maintains a 5-tuple of integers

In a dynamic network, communication links go up and for its height, consisting of, from left to right, a 3-tuple
down frequently. Wireless mobile networks are one ex- called thereference leveldeltacomponent, and the node's
ample of dynamic networks, since node mobility changes unique id. The height tuple of each node is lexicographi-
the communication topology continuously. Even if nodes cally compared to the tuple of each neighbor to impose a
do not move, wireless communications are subject to morelogical direction on links (higher tuple toward lower.)
interference than in the wired case, but wired networks  The purpose of a non-zero reference level is to indicate
can also experience frequent topology changes. Recent rewhen nodes have lost their path to the destination. Injtiall
search has focused on porting some of the applications menthe reference level is all zeroes. When a node loses its last
tioned above to dynamic networks, including wireless and outgoing link due to a link disappearing, it starts a new ref-
sensor networks. For instance, Wang and Wu propose aerence level by changing the rst component of the triple to
replication-based scheme for data delivery in mobile and the current time, the second to its own id, and the third to O,
fault-prone sensor networks [22]. Thus there is a need for meaning that the search for the destination is started.rRefe
leader election algorithms that work in dynamic networks. ence levels are propagated throughout a connected compo-

We consider the problem of ensuring that, if link changes nent, as nodes lose outgoing links, in a search for an alter-
eventually cease, then eventually each connected componate directed path to the destination. Propagation of refer
nent of the network has a unique leader (introduced as theence levels is done using a mechanism by which a node in-
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creases its reference level when it becomes a sink; the deltand uses point-to-point communication rather than broad-
value of the height is manipulated to ensure that links arecasting.  Brunekreef et al. [2] devised a leader election
oriented appropriately. If one section of the communiaatio algorithm for a 1-hop wireless environment in which nodes
graph is a dead-end, then the third component of the refer-can crash and recover. Our algorithm is suited to an arbi-
ence leveltriple is setto 1. When this happens, the referenc trary communication topology.
level is said to have beam ected, since it is subsequently Several other leader election algorithms have been devel-
propagated back toward the originator. If the originater re oped based on MANET routing algorithms. The algorithm
ceives re ected reference levels back from all its neiglshor in [16] is based on the Zone Routing Protocol [7]. A cor-
then it has identi ed a partitioning from the destination. rectness proof is given, but only for the synchronous case
The key observation in [11] is that TORA can be adapted assuming only one topology change. In [4], Derhab and
for leader election: when a node detects that it has beenBadache present a leader election algorithm for ad hoc wire-
partitioned from the destination (the old leader), then, in less networks that, like ours, is based on the algorithms pre
stead of becoming quiescent, it elects itself. The informa- sented by Malpani et al. [11]. Our algorithm is simpler and
tion about the new leader is then propagated through theuses fewer message types and smaller messages than the al-
connected component. A sixth component was added to thegorithm presented by Derhab and Badache. Unlike Derhab
height tuple to record the leader's id. and Badache, we prove our algorithm is correct even when
However, when multiple topology changes occur, the al- communication is asynchronous and multiple link changes
gorithm in [11] can fail. In this paper, we propose a modi - and network partitions occur during the leader electior pro
cation to the algorithm that works in an asynchronous sys- C€Ss.
tem with arbitrary topology changes. One new feature of ~ Dagdeviren et al. [3] and Rahman et al. [17] have re-
our algorithm is to add a seventh component to the height:cently proposed leader election algorithms for mobile ad
a timestamp associated with the leader id that records thehoc networks; these algorithms have been evaluated solely
time that the leader was elected. We also include a new rulethrough simulation, and lack correctness proofs. A differ-
by which nodes can choose new leaders. A newly electedent direction is randomized leader election algorithms for
leader initiates a “wave” algorithm [20]: when different Wireless networks (e.g., [1]); our algorithm is determiitis
leader ids collide at a node, the one with the most recent Fault-tolerant leader election algorithms have been pro-
timestamp is chosen as the winner and the newly adoptedposed for wired networks. Representative examples are
height is further propagated. This strategy for breakiegti Mans and Santoro's algorithm for loop graphs subject to
between competing leaders makes our algorithm compactpermanent link failures [12], Singh's algorithm for com-
and elegant, as messages sent between nodes carry only thete graphs subject to intermittent link failures [18]dan
height information of the sending node, and every messagePan and Singh's algorithm [14] and Stoller's algorithm [19]
is identical in content. that tolerate node crashes.

Another contribution of this paper is a relatively brief,
yet complete, proof of algorithm correctness. In addition o Preliminaries
to showing that each connected component eventually has a
unigue leader, we show that in certain well-behaved situa-
tions, a new leader is not elected unnecessarily. The proof2-1  System Model
handles arbitrary asynchrony in the message delays.

Leader election has been extensively studied, both for We assume a system consisting of aRetf comput-
static and dynamic networks, the latter category includ- ing nodes and a sét of bidirectional communication links
ing mobile networks. Here we mention some representa-between noded. consists of one link for each unordered
tive papers on leader election in dynamic networks. Hatzis pair of nodes, i.e., every possible link is represented. The
et al. [9] presented algorithms for leader election in mo- nodes are assumed to be completely reliable. The links be-
bile networks in which nodes are expected to control their tween nodes go up and down, due to the movement of the
movement in order to facilitate communication. This type nodes. While a link is up, the communication across it is in
of algorithm is not suitable for networks in which nodes rst-in- rst-out order and is reliable but asynchronous.
can move arbitrarily. Vasudevan et al. [21] and Masum et ~ We model the whole system as a set of (in nite) state
al. [13] developed leader election algorithms for mobile ne  machines that interact through shared events (a specializa
works with the goal of electing as leader the node with the tion of the IOA model [10]). Each node and each link is
highest priority according to some criterion. Both these al modeled as a separate state machine. The shared events are
gorithms are designed for the broadcast model. In contrastLink Up/Down noti cations and receipt of messages, all of
our algorithm can elect any node as the leader, involveswhich are controlled and initiated by the link and responded
fewer types of messages than either of these two algorithmsto by the node. The sending of a message is also a shared
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event, but it is controlled and initiated by the node and re-

sponded to by the link; we are not explicitly modeling this.
The next subsection gives more details about how links

are modeled and speci es the initial states. The algorithm

to which messages in transit have been lost due to the
LinkDown.

In an initial state of the link, both message queues are
empty and the status is either Up or Down.

executed by the nodes and its initial states are described in

Section 3.
2.2 Modeling Asynchronous Dynamic Links

We now specify how communication is assumed to oc-
cur over the dynamic links, and how noti cation of a link's
status is synchronized at the two endpoints of the link.

The state of a link Linku;vg, which models the bidi-
rectional communication link between nodeind nodey,
consists of atatusvariable and two queues of messages.

The possible values of thstatus variable are Up,
GoingDown, GoingDowr, Down, ComingUp, and
ComingUp. The link transitions among different values of
its statusvariable through LinkUp and LinkDown events.
Figure 1 shows the state transition diagram for [fink/g.
The intuition is that if a LinkUp (resp., LinkDown) occurs
at one endpoint of the link, then LinkUp (resp., LinkDown)
must occur at the other endpoint before LinkDown (resp.,
LinkUp) can occur at either end.

P D
o

Figure 1. State diagram for
Link f u; vg.

statusvariable of

The other components of the link's local state are the two
message queuesqueugy holds messages in transit from
utovandmaqueug, holds messages in transit fronto u.

An attempt by node to send a message to nodeesults
in the message being appendedigueugy, if the link's sta-
tus is either ComingUpor Up; otherwise there is no effect.
If the status is ComingUp then messages in transit fram
to v are held in the queue untilhas been noti ed that the
link is Up. Once the link is Up, the event by which node
receives the message at the headhgtieug, is enabled to
occur. An attempt by nodeto send a message to nades
handled analogously.

Whenever a LinkDowp or LinkDown, event occurs,
both message queues are emptied. Neithmrv is alerted

2.3. Con gurations and Executions

The notion of con guration is used to capture an instan-
taneous snapshot of the state of the entire systeoanig-
urationis a vector of node states, one for each node in
and a vector of link states, one for each linkin.

Assume that the undirected gra@h= (V; E) de nes the
initial communication topology of the system, whéftés a
set of vertices corresponding to the &etof nodes, ande
is a set of edges corresponding to the set of communication
links that are up. In amnitial con guration with respect
to G, each node is in an initial state (as prescribed by the
node's algorithm), each link corresponding to an edgE in
is in an initial state with its status equal to Up, and every
other link has its status equal to Down.

Dene an execution as an innite sequence
Co;e1;C1;6;Cy;:: of alternating con gurations and
events, starting with an initial con guration and, if nite
ending with a con guration, that satis es the following
safety conditions:

Co is an initial con guration (w.r.t. some initial topol-
ogy G).

The preconditions for everg are true inC; ; for all
i 1.

G is the result of executing event on con guration

G 1, foralli 1 (only the node and link involved in

an event change state, and they change according to
their state machine transitions).

An execution also satis es the following liveness condi-
tions:

If alink remains Up for in nitely long, then every mes-
sage sent over the link is eventually delivered.

For each link, if only a nite number of link events
occur, then the link status after the last one is either Up
or Down (not in between).

We also assign a positive real-valughbbal time gtto
each eveni, i 1, such thatgt(g) < gt(e+1) and, if
the execution is in nite, the global times increase without
bound. Each con guration inherits the global time of its
preceding event, sgt(C) = gt(g) fori 1; we dene
ot(Cp) to be 0. We assume that the nodes have perfect
clocks, i.e., the nodes have accesgtto
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2.4. Problem De nition

Each nodeu in the system has a local variadid, to
hold the identi er of the node currently considered byo
be the leader of the connected component containing

In every execution that includes a nite number of topol-
ogy changes, we require that the following eventually holds
Every connected compone@€ of the nal topology con-
tains a node, theleader, such thatid, = ~ for all nodes
u2 CC, including’ itself.

Our algorithm also ensures that eventually each link in

between nodé and one of its neighboring nodg¢sds con-
sidered byi to beoutgoing(directed fromi to j) if and only

if height[i] > height[j]. Thatis, nodé uses the information
in its local state concerning itself and nof¢o determine
(its view of) the direction of the link tg. Because of mes-
sage delays, it is not necessarily the case itlaaid j have
consistent views of the direction of the link between them.

Other events that occur at a node are formations

(LinkUps) and failures (LinkDowns) of links. Suppose the
most recent indication that nodédas received concerning
the link between itself and nodeis a LinkUp. Ifi has re-

the system has a direction imposed on it by virtue of the dataceived a message frofrsince that LinkUp, thenconsiders
stored at each endpoint such that each connected componertas one of its neighbors, and stores the id afi its local
CCis aleader-oriented DAGi.e., every node has a directed VariableN;. If i has not yet received a message frprthen

path to the leader.

3. Leader Election Algorithm

In this section, we explain the local variables used in
our leader election algorithm. The pseudocode for the al-
gorithm is presented in Figures 2, 3 and 4. An overview
and sample execution is given in Section 3.1. In the analy-
sis, variabler of nodei will be indicated aw.

Each noda keeps an array of heighthgight, with an
entry for itself and for each of its neighbors, in which it
stores the most recent height information that it has reckiv
for those nodes.

Each heightis a 7-tuple, with the following components:

1. t, a nonnegative timestamp that is either 0 or the time
when the current search for an alternate path to the
leader was initiated

. 0id, a nonnegative value that is either 0 or the id of the
node that started the current search

. I, a bit that is set to 0 when the current search is initi-

the link is considered as still forming, andtores the id of
in its local variabldorming; j is not considered a neighbor
of i (yet).

Given an initial connected communication gra@h=
(V;E), with V corresponding to the set of nodes a@ado
the set of communication links that are up, the initial state
of each nodéis de ned as follows.

forming is empty

N; contains the id of every nodesuch that the vertices
inV corresponding td and j are neighbors i

height[i] = (0;0;0;d;0;;i), where™ is the id of a
xed node in i's connected component, the current
leader

for each neighboy of i, height[j] = height[j] (i.e.,i
has accurate information abops height)

Furthermore, for each noded equals the distance from
to *; this condition ensures that every node has a directed
path to’.

Next we de ne the conditions under which a node con-
siders itself to be a sink.

ated and set to 1 when the current search hits a deadend

. d, an integer that is set to ensure that links are di-
rected appropriately to neighbors with the same rst
three components

. nlts, a nonpositive timestamp whose absolute value is
the time when the current leader was elected

lid, the id of the current leader
id, the id of the node

6.
7.

Componentgt;oid;r) are referred to as theeference
level or RL; (t;0id) alone are referred to as theference
level pre x; and(nlts;lid) is referred to as théeader pair
or LP. The components of entkyin height are referred to
as(t: oidk; rk; dk; nlts¥;lidK; k) in the pseudocode.

Nodes communicate over links during the algorithm ex-
ecution by sendingJpdatemessages. Each message con-
tains only the height tuple of the sending node. The link

SINK = ((LP{ = LP! 8 j 2 N;) and (height[i] <
minf height[j] 8 j 2 Nig) and(lid] , i)). This pred-
icate is true when, according i local state, is not

a leader, has all neighbors with the sahi® and has
no outgoing links. If nodé has links to any neighbors
with differentLPs, i is not considered a sink, regard-

less of the directions of those links.

3.1 Overview of Algorithm

We depict the network as a DAG in which each bidirec-
tional communication link points from a node with lexico-
graphically higher height to another node with lexicograph
ically lower height. Nodes send algorithm messages only

1if initial knowledge of neighboring nodes is not availabtaen the
algorithm could begin with each node in a singleton conrtectenponent.
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When nodei receivesUpdatd&h) from node j:

1. heighfj] :=h
2. forming := forming n fjg
3. N:= N[f jg
4. myOldHeight:= heighfi]
5. if ( (nlts;lid") = (nlts’;lid))) // leader pairs are the same
6. if ( SINK)
7. if (9 (t;oid;r) j (t¥, oid;rk)=(t;oid;r) 8 k2 N)
8. if ((t>0) and (r=0))
9. REFLECTREFLEVEL
10. else if ((t>0) and (r= 1) and (oid = i))
11. ELECTSELF
12. else

/I (t=0)or (t>0andr=1and oid , i)
13. STARTNEWREFLEVEL
14. end if
15. else

/I neighbors have different ref levels
16. PROPAGATH.ARGESTREFLEVEL
17. end if
/I else not sink, do nothing

18. end if
19. else /| leader pairs are different
20. ADOPTLPIFPRIORITY( j)
21. end if
22. if ( myOldHeight, heighfi])
23. send Update( heighfi]) to all k2 (N [ forming
24.  end if

Figure 2. Code triggered by Update message.

When LinkDown event occurs at nodei for link to node j:
N:= Nnfjg
forming := formingnf jg
if ( N=0)
ELECTSELF
else if ( SINK)
STARTNEWREFLEVEL
send Update( heighfi]) to all
end if

k2 (N [ forming

ONOTOAWNE

forming := forming [ f jg

When LinkUp event occurs at nodei for link to node j:
1.
2. send Update( heighfi]) over new link

Figure 3. Code triggered by link changes.

when they change the contents of their height tuple. The

ELECTSELF
1. heighfi] :=(0;0;0;0; t;i;i)

/It is current time, negated for timestamp
REFLECTREFLEVEL o
1. heighfi] := ( t;0id;1;0;nlts';lid";i)
PROPAG_ATEL_ARGESTREFLEVEL
1. (thoid';rl) = mat (t*;0id%r¥)j k2 Ng
2. d:=minf d*j k2 N and (t';oid;r')=( t5oidrkyg 1
STARTNEWREFLEVEL o
1. heighfi] ;= (t;i;0;0;nlts"; lid";i)
ADOPTLPIFPRIORITY( j) ' ‘ ' ‘
1. if (( nitd < nits’) or (( nits = nits) and (lid! < lid")))
2. heighfi] := (t/;o0id’;r);d’ + 1;nlts';lid ;i)
3. end if

/It is current time

Figure 4. Subroutines.

node is displayed in parenthesis. Link direction in this
gure is shown using solid-headed arrows and mes-
sages in transit are arrows with outlined heads super-
imposed on the links that point from message sender
to receiver.
(b) When non-leader node G loses its last outgoing link
due to the loss of the link to node H, G executes
subroutinesTARTNEWREFLEVEL and takes on RL
(5,G,0) andd = 0. Then node G sends messages with
its new height to all its neighbors. By raising its height
in this way, G has started a search for leader H.

(c) NodesD, E, and F receive the messages sent from node
G, messages that cause each of these nodes to take on
RL (5,G,0) and setitsl to 1, ensuring that its height
is lower than G's but higher than the other neighbors'.
Then D, E and F send messages to their neighbors.

(d) Node B has received messages from both E and D with
the new RL (5,G,0), and C has received a message
from F with RL (5,G,0); as a result, B and C take on
RL (5,G,0) withd setto 2, and send messages.

contents of the height tuple at a particular node are changed (€) Node A has received message from both nodes B and

only when the node elects itself a leader, when it changes its

current leader, or when it loses its last outgoing link to its
current leader. The network tpuiescentvhen there is no

message in transit on any link. Messages that do not cause

a node to lose its last outgoing link to its current leader or
to change its current leader result only in a change to the
internal data that node keeps about its neighbors' heights.

Figure 5 shows a sample execution of the algorithm.
Each part (a)—(h) is discussed below.

(&) A quiescent network is a leader-oriented DAG in
which node H is the current leader. The height of each

C. In this situation, node A is connected only to nodes
that are participating in the search started by node G
for leader H. In this case, node A “re ects” the search
by setting the re ection bit in the (5,G,*) reference
level to 1, resetting ited to 0, and sending its new
height to its neighbors.

) Nodes B and C take on the re ected reference level
(5,G,1) and set theid to 1, causing their heights to
be lower than A's and higher than their other neigh-
bors'. Then they send their new heights to their neigh-
bors.
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(g) Nodes D, E, and F act similarly as B and C did in part tokens have leader timestamps andalues that are less
(), but set theid variables to 2. than or equal t@t(C; 1) by the inductive hypothesis, we
only need to consider actions that cause a new value for
the leader timestamp or titevalue to come into existence,
namely, calls toELECTSELF and STARTNEWREFLEVEL.
In both cases, the new values are set equgt(G).

(h) When node G receives the re ected reference level
from all its neighbors at time 14, it knows that its
search for H is in vain and it elects itself. The new
LP (-14,G) then propagates through the component as-

suming no further link changes occur; eventually each  Given a con guration in which Linku; vg has status Up
node has RL (0,0,0) and LP (-14,G), with D, Eand F anqu 2 N,, the (u;v) height sequences de ned as the
havingd = 1, B and C havingd = 2, and A having  sequence of height tokert®; hy;:::;hm, Wherehg is us

d=3. height,hy, is V's view of u's height, andhy;:::;hy, 1 is the
sequence of height tokens in the Update messages in transit
4. Correctness Proof from u to v. If the status of Linku;vg is ComingUp, or

if Link f u; vg status is Up buti <Ny, then the(u;v) height

cease, the algorithm eventually terminates with each con-sequence of height tokens in the Update messages in transit

nected component forming a leader-oriented DAG. First, we from utov; in these cases,does not have an entry farin

make some de nitions regarding the information concern- its height array. For any other value of the status, (ie)

ing nodes' heights that exists in the system and prove someheight sequence is unde ned.

properties about it. Then we prove that, after the last topol ~ The next property states some important facts about

ogy change, each node elects itself a nite number of times height sequences. If the link's status is Up amd= 1,

and a nite number of new reference levels are started. As meaning that no messages are in transit fioto v, then

a result, we show that eventually no messages are in transiPart (1) indicates that has an accurate view ofs height.

and at that point we have a leader-oriented DAG. If there are Update msgs in transit, then the most recent one
Throughout the proof, consider an arbitrary execution of sent has accurate information. Part (2) implies that leader

the algorithm in which the last topology change occurs at pairs are taken on in decreasing order. Part (3) implies that

some timet tc, and consider any connected component of reference levels are taken on in increasing order within the

the nal topology. same leader pair.

4.1. Height Tokens and Their Properties Property B: Lethg; hy;:::;hm be the(u;v) height sequence
for any Linkf u; vg whose status is Up or ComingypTrhen
Since a node makes algorithm decisions based solely orthe following are true:
comparisons of its neighboring nodes' height tuples, we (1) ho= M.

rst present several important properties of the tuple con- (2) Foralll,0 I'<mLP(h) LP(hi1).
tents. (3) Foralll,0 |<m,if LP(hy)= LP(h1), then
De ne hto be aheight token for nodeim a con guration RL(h)  RL(h+1).

if his in an Update message in transit framor h is the . . _
entry foruin the height array ofi or one ofu's neighbors. Proof. Fix two nodesu andv and consider théu;v) height
Let LP(h) be the leader pair dfi, RL(h) the reference sequence. . o -
level (triple) ofh, d(h) thed value ofh, Its(h) the absolute ~__ 'Mitially in Go, Linkf u;vgis either Up or Down. If itis
value of the (nonpositive) leader timestamp (component DOWN, then theu;v) height sequence is unde ned. If itis
nlts) of h, andt (h) thet value ofh. For each con guration Up, then the de n_|t|on of _|n|t|al con gurations sftates that
G of the execution, recall from Sect. 2 thgt(G,) is the no messages are in transit andas an accurate view ofs
global time of its preceding evers, height, thatism= 1 andho = hy. _
Suppose the property is true in con gurati@ 1 and
Property A: If his a height token in con guratiof, then ~ Show itis still true in con guratiorC;. _
lts(h) gt(C), andt(h) gt(C). Suppose_evenﬁ is Lmkl_Downu occurring atu. _Then
the (u;v) height sequence is not de ned @. A similar
argument applies when LinkDowccurs at.
Proof. By induction on the con gurations in the execution. Suppose everg is LinkUpy occurring atu. InC; 1, the
In the initial con gurationCy, all the leader timestamps and  status of the link is either Down or Cominglpin either
t values are 0 andt(Cp) = 0. Suppose the property is true case, there are no messages in transit ftrotrm vin G 5.
in con gurationC; 1 and show it remains true in con gu- Thus inG; the (u;V) height sequence i h, whereh is the
rationC;. Sincegt(G) > gt(C 1) and all existing height  height ofu in C;, which is stored iru's height array and is
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Figure 5. Simple execution when leader H becomes disconnect
(h). With no other link changes, every node in the connected ¢

its leader.

in the Update message thasends tos. Clearly this height
sequence satis es the three conditions.

Suppose everd is LinkUpy occurring atv. If, in G 1,
the status of the link is Down, then@ the status of the link
is ComingUR, and the(u; v) height sequence is unde ned.
If, in G 1, the status of the link is Comingypthen inC;
there is no change to th{e; v) height sequence and thus the
inductive hypothesis implies that the three conditionk sti
hold.

Suppose everg is the receipt by of an Update mes-
sage fromu. In one case, th@u;Vv) height sequence changes

by dropping the last element, if the oldest message in tran-

sit takes the place ofs view of u's height. In the other

case, thgu;Vv) height sequence does not change if the re-

ceipt causes to recordu's height and addi to Ny. In both
cases, the three conditions still hold.

Suppose everd is the receipt by of an Update message
from nodew or is a LinkDown event for a link to some node
other tharv. If udoes not change its height, then there is no
change affecting the property.

Supposel changes its height froring toh.

Let the (u;v) height sequence i6; 1 be hd;h;:::;hl,

have to show that has the proper relationship hﬁ which
equalshd.

Case 1: ecallsRerLECTREFLEVEL: All of u's neigh-
bors are viewed as having the same LPuasaving ref-
erence leve(t; p;0) for somet and p, and having a larger
height tharu.

Sinceuis a sink during the ste[RL(hg) (t; p;0). Since
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ed (a), with time increasing from (a)—
omponent will eventually adopt G as

RL(h) = (t;p;1), and the old and new LP are the same, the
property holds.

Case 2: gcallseELECTSELF: By Property A, the times-
tamp in LP(h8) is less than or equal tgt(C; 1). The
new leader pair has timestarg(C;), which is greater than
gt(Gi 1). SoLP(h) < LP(hJ).

Case 3: gcallssSTARTNEWREFLEVEL: By Property A,
thet value inRL(hg) is less than or equal tgt(C; 1). The
new reference level hasvaluegt(C;), which is greater than
gt(C 1) and the LP is unchanged. &€(h) = LP(h8) and
RL(h) > RL(h]).

Case 4: ecalls PROPAGATH.ARGESTREFLEVEL: All
neighbors ofu are viewed as having the same LPuadut
with different RL's among themselves, and having larger
heights tharu. By the codeu takes on the largest neigh-
boring RL, which is at least as large ds old RL, sinceu
is a sink. The LP is unchanged. &&(h) = LP(hJ) and
RL(h) RL(hY).

Case 5: ecallsaADOPTLPIFPRIORITY: By the code, the
new LP is smaller than the previous, lsB(h) < LP(h8).

4.2. Bounding the Number of Elections

In this subsection, we show that every node elects itself
at most once after the last topology change. The key is to
show that a node that adopts a leader pair (in Line 20 of Fig-
ure 2) that originated after the last topology change never

subsequently becomes a sink.
De ne the following with respect to any con guration
in the execution. Folts s ttc andlid °, let LP tree

LT( s;°) be the subgraph of the connected component
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whose vertices consist of all nodes that have taken on LP  Supposeai changes its height because it becomes a sink
( s7) in the execution (even if they no longer have that andu's new heighthas LR s;”). Sincegt(g) > s, the new

LP), and whose directed edges are all ordered fairg
such thavadopts LR s; ) due to the receipt of an Update
message fronn. Since a node can take on a particular LP
only once by Property BLT( s;°) is a tree rooted at

Property C: For each height tokem with RL (t;p;r),
eithert = p=r=0,ort> 0, pisanodeid, andis 0 or 1.

Proof. The proofis by induction on the sequence of con g-
urations in the execution. The basis follows since all heigh
tokens in an initial con guration have R(0;0;0).

height is not a result of executirgy ECTSELF. Thus the old
height ofu, call it h°, also has LR s;"). Sinceu becomes
a sink, all its neighbors have LP s;”) in u's view, and
by the inductive hypothesis they all have RY; 0;0) in u's
view. Thus the new height afis not the result of executing
REFLECTREFLEVEL (which requires the neighbors' com-
mont to be positive) OPROPAGATH.ARGESTREFLEVEL
(which requires the neighbors to have different RLS). In-
stead, it must be the result of executiBgARTNEWRE-
FLEVEL. Sinceu is a sink and0; 0;0) is the smallest pos-
sible RL by Property CRL(h9 = ( 0;0;0). Also sinceuis a
sink,u, . Letvbeu's parentinthe LP-treeT( s;I) and

For the inductive step, we consider all the ways that a letd be the distance in that tree fronto v. By the inductive
new RL can be generated (as opposed to copying an existhypothesis, iru's view of v's height,v's d = d, but inu's

ing one). INELECTSELF, the new RL is (0,0,0). II$TART-
NEWREFLEVEL, the new RL i{t; p; 0), wheret is the cur-
rent time, which is positive, angis a node id.

In REFLECTREFLEVEL, the new RL is(t; p;1), where
(t; p; 0) is a pre-existing height token. By the precondition
for executingREFLECTREFLEVEL, t is positive. By the in-
ductive hypothesis applied to the pre-existing height toke
(t; p;0), pis a node id.

Property D: Let h be a height token for some node If
LP(h)=( s),wheres t ¢, thenRL(h)=(0;0;0)and
d(h) is the distance iIhLT( s;”) from ™ tou.

Proof. By induction on the con gurations in the execution.
By Property A, the basis is con guratidly, just after the
event at timeswhen the rst height tokens with LP s;7)

own height,d = d+ 1. Thus the edge betweenandv is
directed toward/, andu cannot be a sink, contradiction.

Lemma 1 Any node u that adopts leader pdir s;”) for
any’ and any s> t tc never subsequently becomes a sink.

Proof. Suppose in contradiction thatadopts leader pair
( s7) attimet; > s and that at timd, > t;, u becomes
a sink. Suppose does not change its leader pair in the
time interval(ty;tp). (If udid change its leader pair, the new
leader pairs would all be smaller théns; j) by Property B,
and the argument would still hold with respect to the latest
leader pair taken on by in that time interval.)

Letvbe the parent ofiin the LP-tredLT( s;°). Imme-
diately after time;, the link(u; V) is directed fromuto vin
u's view.

In order foru to become a sink at tim®, there must be

are created. By the code, these height tokens are created byome time betweefy andt, when the link(u;V) reverses

node’ for itself and have RI(0;0;0) andd = 0.
Assume the property is true in con gurati@ 1, with
i 1 j, and show it is true in con guratiol€;. Since

direction inu's view. Suppose the link reverses because
u's height lowers. Recall that does not change its leader
pair in (t1;t2) by assumption. By Property s reference

no furth_er topology changes occur, the only possibility for |evel remains(0;0;0) in (t1;t;) andu's d stays the same
evente is the receipt of an Update message. Suppose noden the interval. That isy's height does not change, and in

u receives Updatg) from neighboring nods.

As a result of the receipt of the messagegecordsh as
V's height in its view. The inductive hypothesis implies that
the property remains true for this new height token.

Also as a result of the receipt of the messagenight
change its height.

Supposeu changes its height by adopting the LP in
h, whereLP(h) = ( s;°). By the inductive hypothesis,
RL(h) = ( 0;0;0), andd(h) is the distance from to v in
LT( s7)inGC 1. By Property B, sincel adopty( s;°), it
must be that's LP is larger thar( s;”) in C; 1, and thus
vis u's parent inLT( s;7). By the codeu sets its RL to
(0;0;0) and itsd to d(h)+ 1. But this is exactly the distance
inLT( s;°) from™ tou. So all height tokens created in this
step satisfy the property.

particular does not lower. Thus the only way that the link
(u;v) can reverse direction ift1;ty) is due to the receipt by

u of an update message fronwith a new height fow that

is higher tharu's height.

How canv's height change aftev takes on leader pair
( s7)? One possibility is that's leader pair changes. By
Property B, any change s leader pair will be to a smaller
one, which will be adopted bytogether with &l value that
keeps the link directed fromto vin u's view.

The other possibility is that's leader pair does not
change but some other component of its height changes. But
by Property D, since's leader pair has timestamps with
s>t 1¢, Vs RL andd cannot change.

Thus no change ta's height reported tai after timet;
can cause the linku;v) to be directed fronv to u in u's
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view, andu cannot be a sink at time, which is a contra-
diction.

Lemma 2 If anode u elects itself at some timeaifter t 1c,
then u never subsequently becomes a sink.

Proof. Whenu elects itself at timd;, it takes on leader
pair ( ty;u). In order foruto become a sink aftey, it must
rst take on a different LP, one witkid not equal tau. If u
never takes on a different LP after time then it is never a
sink aftert;. Supposeitakes on a different LP at some time
aftert;. Consider the rst time thati does so, say at time
t>ty,andlet( s;°) beu's new LP. By Property Bs> tj,
and thuss> t; rc. By Lemma 1,u does not become a sink
after timet.

Since a node must become a sink in order to elect itself
after the last topology change, a corollary to the previous

lemmais:

Lemma 3 No node elects itself more than once aftett

4.3. Bounding the Number of New Reference Levels

old height. By Property B, there is no pre-existing height
token foru in the system with the new LP. Thus there can-
not be two height tokens farwith the same RL and LP but
con icting deltas.

Supposeu changes its height througREFLECTRE-
FLEVEL. Sinceu is a sink and in its view all its neigh-
bors have a common, unre ected, RL, call(tt p;0), u's
RL must be at modt; p;0). Sinceu's new RL is(t;p;1),
Property B implies that there is no pre-existing height to-
ken foru in the system with the new RL. Thus there cannot
be two height tokens fon with the same RL and LP but
conicting ds.

Supposeu changes its height throughROPAGATE
LARGESTREFLEVEL. The precondition includes the re-
guirement that not all the neighbors have the same RL (in
u's view). Sinceu becomes a sinky's old RL is less than
the largest RL of its neighbors, which is the RL tigbkes
on inC;. Property B implies that there is no pre-existing
height token fowu in the system with the new RL.

Thus there cannot be two height tokens fowith the
same RL and LP but con ictingls.

The next de nition and its related properties are key to
understanding how unre ected and re ected reference lev-

In this subsection, we show that every node starts a newels spread throughout the connected component after the
reference level at most once after the last topology changelast topology change.

The key is to show that after link changes cease, nodes will

not continue executing Line 13 of Figure 2 in nitely and

De ne the following with respect to any con guration
in the execution aftef tc. Fort ft tc, let theRL DAG

will therefore stop sending algorithm messages. First we RD(t; p) be the subgraph of the connected component
show that thed value of a node does not change unless its whose vertices consist gf and all nodes that have taken

RL or LP changes.

Property E: If h andhPare two height tokens for the same
nodeu with RL(h) = RL(hY and LP(h) = LP(hY, then
d(h)= d(h9.

Proof. Initially, in Cy, the only height tokens for nodeare
the ones iru and the ones in's neighbors, and the neigh-
bors have accurate views 0% height.

Suppose the property is true through con gurati@n;
and show it is still true in the next con guratio;. The

only way that new height tokens can be introduced into the

on RL prex (t;p) by executing eitherPROPAGATE
LARGESTREFLEVEL oOr REFLECTREFLEVEL in the
execution (even if they no longer have that RL pre x). In
RD(t; p), the directed edges are all ordered pairs of node
ids (u;Vv) such that a link exists betweenandv andu has

RL pre x (t; p) prior to the event in whiclv rst takes on

RL pre x (t;p). We say that node is a predecessonf
nodev in RD(t; p) andv is asuccessoof uin RD(t; p).

Property F: If there is a height token for nodewith RL
pre x (t;p) andt t.tc, thenuis in RD(t; p).

system is if a node changes its height and sends Update Proof. By induction on the sequence of con gurations in

messages with the new height to its neighbors.

Supposel changes its height through ECTSELF (resp.,
STARTNEWREFLEVEL). Since the new height's leader
timestamp (respt,) is the current time, Property A implies
that there is no pre-existing height token foin the system
with the new leader timestamp (resp), Thus there cannot
be two height tokens fou with the same RL and LP but
conicting ds.

Supposal changes its height througkboPTLPIFPRI-
ORITY. Then the new height af has a smaller LP than the

the execution.

The basis is con guratio€;, wheregt(C;) = t, i.e., the
time when nodep starts RL(t; p;0). By Property A, there
is no height token with RL pre Xt; p) in C; 1, so the only
height tokens we have to consider are those createg, by
for p. By de nition, pis in RD(t; p).

Suppose the property is true through con guratf@n;
and show it is true irT;.

Suppose in contradiction, in eveit some nodel takes
on RL pre x (t; p) by calling ADOPTLPIFPRIORITY after
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receiving an update message from neighbamontaining
heighth with RL pre x (t;p). By the inductive hypothe-
sis,vis in RD(t; p).

Let( s;°) beLP(h). Whenv takes on RL pre x(t; p),
it already has LK s;”). To see why, consider thatmust
have a path to nodp that has been in place sinpestarted
the new RL pre x at timet, by the assumption that link
changes have stopped by timéefore timet, all the neigh-
bors of p had LP( s;°) and a lower RL pre x, by Prop-
erty B, or p would not have started a new reference level
for LP ( s;7). Since the neighbors g had LP( s;°),

neighbor ofu (in u's view) has RL pre x at leas{t; p), and
since(t; p; 1) is the maximum of the neighboring RL's, ev-
ery neighbor ofu (in u's view) has RL pre x exactly(t; p).
Thus by Property F, every neighborwofs in RD(t; p).

The next property says that if nodeviews the link
between itself angt as incoming and andv have the same
LP, thenv cannot have raised its height for that LP; the
intuition is that if u sees the link as incoming, thersees
the link as outgoing and thus cannot become a sink.

they would have sent messages containing that LP to theirProperty H: Suppose node has heighth,, neighboring

neighbors prior to timé. Likewise, those neighbors would

nodev has heighty,, andu's view of V's height ish?, all

have messages in transit to their neighbors containing thewith the same LP. If, < h, thenh = h,.

LP( s ) andso on. In short, ifthe LP s;") is adopted
by any nodes that have a pathgatt, then the LP would

have been adopted when that LP spread through the network’roof. Consider a time when the hypotheses of the prop-

with a lower RL pre x. Thus, wherv putsh in transit tou,
there is already ahead of it in ti{g u) height sequence a
height token fon/'s old height, with LP( s;). Since the
links are FIFOu has already received the old height from
v beforeg. SoinC; ;,uhasalPthati§¢ s;°) or smaller
already, before handling the Update message with héight
Thusu does not executeDOPTLPIFPRIORITY in g, con-
tradiction.

Property G: If there is a height token for nodewith RL
(t;p;1) andt  t yc, then all neighbors afi are inRD(t; p).

Proof. By induction on the sequence of con gurations in
the execution.

The basis is the con guratio@; with gt(C;) = t, i.e., the
time when the new RL is started at nopeBy Property A,
there is no height token i@; 1 with RL (t; p; 1), and inC;
we only add height tokens for nogewith RL (t; p;0). So
the property is vacuously true.

Suppose the property is true through con guratign;
and show it is true ii;, i > |.

By Property F and the de nition oRD(t; p), the only
way thatu can take on RL(t; p;1) is by REFLECTRE-
FLEVEL or PROPAGATH.ARGESTREFLEVEL.

Supposeu takes on RL(t;p;1) due to REFLECTRE-
FLEVEL. Then allu's neighbors have RL(; p;0) in its
view. By Property F, then, they are all RD(t; p).

Supposeu takes on RL(t;p;1) due to PROPAGATE
LARGESTREFLEVEL. Thus there is a height token @ 1
for some neighbor ofi with RL (t; p; 1). By the inductive
hypothesis applied to, all of V's neighbors, includingy,
are inRD(t; p). Thusu's RL pre x at some earlier time is
(t; p). By Property B (since the LP does not change in this
interval), u's RL prex in G 1 is at least(t;p). Sinceu
is a sink during evengy, u's RL prex in G 1 is at most
(t; p), so itis exactly(t; p) in C; 1. Sinceu is a sink, every

erty hold. At some previous timé, v's height ishQ. By
Property B,u's height at timet®, call it h), is at most, and
Vs view of u's height, call ith%? is at mosth3. Throughout
the interval betweetf andt, v's height is at leash. Also
throughout the interval betwe¢fandt, u's height, and thus
Vs view of u's height, is at mosh,. Sinceh?® hd hy by
Property B, andh, < hQ by assumptiony is not a sink dur-
ing the intervalt® andt and thus cannot change its height.

Property I: Consider two height tokensy, for a nodeu
with RL(h,) = (t; p;ry) andd(hy) = dy, andhy for a neigh-
boring nodes with RL(h,) =(t; p;ry) andd(hy) = dy, where
t t.rc. Then the following are true:

(D)ry ryifand onlyifuis a predecessor ofin RD(t; p).

(2) If ry=ry= 0, thend, > dy if and only if u is a prede-
cessor ofv.
(3) If ry=ry= 1, thend, > d, if and only if u is a prede-
cessor of.

Proof. By induction on the sequence of con gurations in
the execution.

Basis: Consider con guratiorC;, wheregt(C;) = t, that
is, when nodep starts the new reference levg| p;0). By
Property A, in con gurationC; 1, there are no height to-
kens with RL pre x(t; p). The only new height tokens in-
troduced by eveng; are those fop with RL (t; p;0), and
the RL DAG RD(t; p) consists solely of node. Thus all
parts of the property are vacuously true.

Induction: Assume the property holds through con gu-
rationC; 1 and show it is true irC;, i > |.

By Property E, it is suf cient to consider the height to-
kens inu's view, since there cannot be other height tokens
with the same RL and LP but differeds.

Suppose new height tokens with RL pre(t;p) are
created by noder during evente. The only ways this
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can happen are VIREFLECTREFLEVEL andPROPAGATE
LARGESTREFLEVEL, by Property F.

CASE 1: REFLECTREFLEVEL. During the execution of
g, all of u's neighbors are viewed hyas having RL(t; p; 0)
and the new height tokens created tidrave RL(t; p;1).

We now show thau's RL pre x is less than(t; p) in
Ci 1. Suppose in contradictiom has RL(t; p;0) in G 1.
By the inductive hypothesis, part (2Js d value cannot be

RD(t; p), by Property H. By the codets new heighth has
ad calculated so that> h°

Part (3): The new height tokens do not have re ection bit
1 so this part is unaffected.

Case 2.2:Supposel's new height has RI(t; p;1). Then
the largest RL among's neighbors has, in's view, RL
(t; p;1). Property G implies thati is in RD(t; p). So the
RL pre x of uis at leasf(t;p). Sinceu is a sink, its RL

the same as that of any of its neighbors (since for any pairpre xis (t;p) in G 1. So all neighbors (in's view) have
of neighboring nodes one is the predecessor of the other.)RL (t; p;0) or (t; p; 1) and there is at least one neighbor with

Sinceu is a sink, itsd value must be smaller than those of
all its neighbors. By the inductive hypothesis, part (25 a

each RL.
Consider any neighbor of u with RL (t;p;1) in u's

successor of all its neighbors, of which there is at least one view. By the inductive hypothesis, part (),must be a

Then at some previous tim&@< gt(G 1), u executed
PROPAGATHL.ARGESTREFLEVEL and took on RL(t; p; 0).
This must be how took on(t; p;0) since, by Property F,
u cannot take on RI(t; p;0) by runningADOPTLPIFPRI-
ORITY, and, ifu= p, u has no predecessors RD(t; p),
contradicting the deduction thatis a successor of at least
one neighbor. At® u has (in its view) at least one neigh-
bor with RL (t; p; 0), (t; p; 0) is the maximum RL of all's
neighbors, and at least one neighbor, sahas a smaller
RL than(t; p;0), albeit larger tharu's (sinceu is a sink).
By Property H, has still not taken oft; p; 0) at timet®, so
u joins RD(t; p) beforev does, and thus is a predecessor
of v. But this contradicts the deduction above thas a
successor of all its neighbors.

Part (1): All neighbors ofu are its predecessors in
RD(t; p) and inC;, the predecessors af haver = 0 and
u hasr = 1 so this part continues to hold.

Part (2): The creation of the new height tokens does not

affect this part, since the new tokens do not hiawe0.

Part (3): Sinceau is not inRD(t; p) in C; 1, Property G
implies that there cannot be a height token for any'sf
neighbors with RL(t; p; 1), and this part is vacuously true.

CASE 2: PROPAGATH.ARGESTREFLEVEL. In this
case,u's neighbors have at least two different RLs so we
need to consider which Rlupropagatedt; p; 0) or (t; p; 1).

Case 2.1:Supposas's new height has RI(t; p;0). We
rst show thatu has RL less thafit; p;0) in G; ;. By the
precondition forPROPAGATH.ARGESTREFLEVEL, in u's
view, (t; p;0) is the largest neighboring RL, at least one
neighbor has RL less tha; p;0), andu is a sink. Thus
u's RL must be less thaft; p; 0).

Part (1): Since the new height tokens of batland its
predecessors have re ection bit 0, this part is not invatda
inG;.

Part (2): Each ofi's neighbors for whichu has a height
tokenh®with RL (t; p;0) is a predecessor afin RD(t; p),
sinceu is not yet inRD(t; p). By the codeu's new heighth
has ad calculated so thdi®> h.

Each ofu's neighborsv for which u has a height token
hOwith RL less than(t; p;0) is not a predecessor af in

successor ofi in C; ;. Consider any neighbav of u with
RL (t;p;0) in u's view. By the inductive hypothesis, part
(2),w must be a predecessorwin G ;.

Part (1): Sinces's new height causes it to have the same
re ection bit as its successors, and a larger re ection bit
than its predecessors, this part continues to ho(@.in

Part (2): Since the new height tokens do not have re ec-
tion bit O, this part is not affected.

Part (3): As argued above, eachw$ neighborsv for
whichu has a height token®with RL (t; p; 1) is a successor
of u in RD(t; p). By the codeu's new heighth has ad
calculated so that®> h.

Lemma 4 Every node starts a nite number of new RLs
after . rc.

Proof. Suppose in contradiction that some nadstarts an
in nite number of new RLs aftef tc.

Now we show thati takes on a new LP in nitely often.
Suppose in contradiction thatdoes not do so. Ldt p be
the latest time at which takes on a new LP. Consider the
rst and second times that starts a new RL (for the same
LP) after makt_tc;tLLpg; call these times; andts.

Attimet;, usets itst tot;. Sinceu does not take on any
more LPs, Property B implies that at the beginning of the
step at time, U's t is at leasty, which is positive.

At the beginning of the event at tintg let(t; p;r) beu's
RL and lef(tc; pc; rc) be the common RL of all's neighbors
(in u's view). Thus the precondition for starting a new RL
cannot be that = 0, otherwisau would not be a sink. So it
must be that. > 0,r; = 1, andp¢, u.

There are two cases, depending on the relationship be-
tween(t; p) and (tc; pc) (note that(t; p) cannot be larger
than(tc; pc) sinceuis a sink).

Case 1:(t; p) < (tc; pc)- Sinceu has a height token with
RL (tc; pc;1) for each neighbow, we can apply Property
G to deduce that all neighbors &f including u, are in
RD(t¢; pc). Thus, at some previous tima,has RL pre x
(tc; pc). But Property B implies that it is not possible for
to have RL pre x (tc; pc) and then later to have RL pre x

(t; p), since(t; p) < (tc; pc)-
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Case 2: (t;p) = (tc;pc). By Property F, nodai is in 4.5. Leader-Oriented DAG
RD(t; p). Thusu has a neighbor that is a predecessor of
in RD(t; p). Since inu's view, v has RL(t; p; 1), Property This subsection culminates in showing that eventually
I, Part (1), implies thati's re ection bit must also be 1, and  the algorithm terminates (i.e., no messages are in transit)
Property |, Part (3), implies thats height must be greater  with each connected component forming a leader-oriented
thanv's. But this contradictsi being a sink. DAG.

Sinceu takes on a new LP in nitely often, timestamps
are assumed to increase without bound, and LPs taken on aProperty J: A node is never a sink in its own view.
a node are decreasing by Property B, eventualigkes on
a LP whose timestamp is at leagtc. But then by Lemma
1, uis never again a sink, contradicting the assumption thatProof. By induction on the sequence of con gurations in

u starts a new RL in nitely often. the execution.
In the initial con guration, every node in every con-
4.4. Bounding the Number of Messages nected component is assumed to have RL (0,0,0),'L®

where’ is a node in the same component, and a delta value
In this subsection we show that eventually no algorithm such that it has a directed path'to
messages are in transit. Assume the property is true in con guratidy 1 and

Lemma 5 Eventually every node in the connected compo- show it is true inC;, i > 0. Letu be the node taking the step

nent has the same leader pair. T . _ _
First consider the case whenis the receipt of an Up-

Proof. Lemma 3 implies that there are a nite number of gate message from a neighbor. If the neighbor's new height
elections. Thus there is some smallest LP that ever appeargaysesu to become a sink, then either it elects itself (in
in the connected component at or aftefc, say( S;’).  which case, by de nition itis no longer a sink) or it re ects a
By the way the algorithm gives precedence to lower LPs, reference level, starts a new reference level, or propagate
eventually every node in the component takes on the lowesteference level. In each of the latter three cases, the qode e
LP and keeps that LP forever afterwards. sures thatiis no longer a sink, as re ection manipulates the
Lemma 6 Eventually there are no messages in transit. re ection bit, starting a new reference level manipulates t

t component, and propagation manipulates the delta value

Proof. By Lemma 5, eventually every node in the con- onq000riately. Ifthe neighbor's new height causds adopt

nected component has th(_a same LP, (sag ). Lemma 4 a new leader pair, then the code ensuresttiatno longer
states that _there are a nite number of new RLs started. 5 qink by manipulating the delta value appropriately.
Thus there is a maximum RL that appears in the connected ¢ & is a link down event, then any changeus height

component associated with the common(LFs,"). Lett through electing itself or starting a new reference levelsio
be sometime afer the last RL has been started and the Iasﬁot causal to become a sink, as explained aboves lis a

leader has peen electqd._ _ link up event, then no change is made to any of the heights
Assume in contradiction that messages are always iNgyred at.
transit. Since every message sent is eventually received,

there must be an in nite number of Update messages sentproperty K: Consider any height tokeh for nodeu. If
Thus, in nitely often after timet, an Update message is RL(h) = ( 0;0;0), thend(h) 0. Furthermored(h) = O if
received that causes the recipient to (temporarily) becomegnd only ifu is a leader.

a sink, change its height, and send new Update messages.

Since there are no more elections or new RLs started af-Proof. By induction on the sequence of con gurations in
ter timet, the actions taken by the recipients ®EFLEG the execution. The basis follows by the de nition of the
TREFLEVEL andPROPAGATH.ARGESTREFLEVEL . Thus initial con guration.

eventually every node has the same, maximum, RL. Once Assume the property is true in con guratid® ; and
all nodes have the same RL, the only possible action whenshow it is true inC;, i > 0. Letu be the node taking the step

a node becomes a sink is to rEMECTSELF Or START g.
NEWREFLEVEL . But this contradicts the fact that after Supposaeu elects itself. Then by the code, it sets its RL
timet these events do not happen. and delta to all zeroes, so the property holds.

Now consider all the ways that can change its RL
and/or delta, other than by electing itself. Re ection casus
u to have a non-zero re ection bit, so the property holds
Lemma 7 Eventually every node has an accurate view of yacuously. Starting a new reference level causeshave a
its neighbors' heights. positivet, so the property holds vacuously.

The previous lemma, together with Property B, gives us
this corollary:
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Consider the situation whanpropagates the largest ref- and messages than our algorithm, which elects a new leader
erence level, say RL. The precondition for propagation is whenever local conditions indicate that all paths to anmolde
thatu's neighbors have different reference levels, and thus leader have been lost. While topology changes are taking
RL must be larger than the reference level of anotherof  place, our algorithm may elect new leaders while paths still
neighbors. By Property C, then RL cannot be (0,0,0). Thus exist, in a global view, to old leaders. However, we show
u's new height does not have reference level (0,0,0) and thusthat new leaders will not be elected by our algorithm if exe-
the property holds vacuously. cution starts from a leader-oriented DAG in which a single

Consider the situation when adopts a new LP, be- link failure occurs while the old leader is still a part of the
cause of the receipt of height If RL(h) = ( 0;0;0), then connected component.
the inductive hypothesis shows thdth) 0, and thus

Us new height has positivel and the property holds. If ~Theorem 9 Suppose at time t a connected componeht G
RL(h), (0;0;0), then the property holds vacuously. is a leader-oriented DAG with no messages in transit and

leader’. Further, suppose a link in @joes down at time t.
Theorem 8 Eventually the connected component is a Let the resulting connected component containirge G.
leader-oriented DAG. Then, as long as there are no further topology changes in
G, no node in G elects itself.

Proof. By Lemmab, eventually all nodes in the component ) ] ]
have the same LP, sdy s;"). By Lemma 7, every node Proof. Ifthe loss of the link at time does not create a sink

eventually has an accurate view of its neighbors' heights. N G, then no Update messages are sef@ and no node in
First, we show that node must be in the component. C €lects itself. _
Suppose in contradiction that nodés not in the compo- . Otherwise, suppose the loss of the link causes some node
nent. Since cycles are not possible, there is some node it IN G to become a sink. Themstarts a new RI(t; u; 0).
the component that has no outgoing links. But this node is _ SUPPOSe in contradiction some nodeGnelects itself
not", since we are assumings not in the component, and  &fter timet. Suppose the rsttime this happens is titge
thus the node is a sink, violating Property J.
Now that we know that nodeis in the component, we
can proceed to show that we have aoriented DAG. Prop- [ tornlts  te
erty K states that node and only nodé, has RL (0,0,0) and ) ,
zerod. Property C implies no node has a negative number ~ Claim 1 follows from Property B and the assumption
in its RL. Thus Property K implies thathas the smallest t_hat no messages are in transit just before the LinkDown at
height in the entire component and thereforeas no out-  tMet.
going links. Property J tells us that there are no sinks, so , ) .
every node other thah has an outgoing link. Since there ~ Claim 2: After time t and beforestno new RL pre x is
are no cycles, we have a leader-oriented DAG, wheie ~ Started.
the leader.

Claim 1: Every message in transit after t has either

Proof: Suppose in contradiction a new RL pre x is
. started aftet and beforete. Lett; be the rst time this
5. Leader Stability happens. Since there are no topology changes or elections
in this interval, the new RL pre x must be started because
In this section, we consider under what circumstances asome node, call it executes Line 13 of Figure 2 in response
new leader will be elected. For some applications of a leaderto the receipt of an Update messagég at
election primitive, changing the leader might be costlymor i There are two cases in which a node executes Line 13 of
convenient, so it would be desirable to avoid doing so unlessFigure 2:
it is necessary. Without some kind of “stability” condition Case 1:After updating the height of one its neighbors,
limiting when new leaders can be elected, we could solve in response to the message received, niodiews all its
the problem with a much simpler algorithm: whenever a neighbors as having R(0;0;0). By Claim 1 and Property
node becomes a sink because of a link going down, it electsA, the Update message received must havet, and since
itself; a node adopts any leader it hears about with a latert > 0, this is a contradiction.
timestamp. Case 2:After updating the height of one its neighbors in
The algorithm of Derhab and Badache [4] achieves sta- response to the message received, ne@avs all neighbors
bility by using inferences on the overlap of time intervals, as having the same re ected RE; j;1), butj, i. Since at
included in messages, to ensure that an older, possibly vit; (the time of this event, when nodstarts a new RL), the
able, leader is maintained rather than electing a new onenewest RL pre x is(t;u), this common re ected RL has
Their inferences require a more complicated set of ruless t. By Claim1,s t,sos=t. Since only one node loses
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its last outgoing link at timé, no node besidastakes a step
at timet and thusj = u.

Thus, ini's view, all the neighbors of have RL(t; u;1)
buti, u. By Property F, all neighbors afare inRD(t; u).
By Property G with respect to a neighboriefi is also in
RD(t;u). Sincei is a (temporary) sink during the execution
of this stepj must still have RL(t; u).

Sincei, u, i must have a neighboy that is its pre-
decessor irRD(t;u). Property I, part (1), implies thats
re ection bit must also be 1. But then Property I, part
(3), implies that the height token fgrin i's view must be
smaller than's height, contradicting being a sink. (End of
Proof of Claim 2.)

By Claim 2, the node that elects itself at timgamust be
u.

Note that during(t;ts), the only way a node s can

6. Conclusion

We have described and proved correct a leader election
algorithm for asynchronous dynamic networks. A set of cir-
cumstances were identi ed under which the algorithm does
not elect a leader unnecessarily, but it remains to give a
more complete characterization of such circumstances. The
algorithm relies on the nodes having perfectly synchrashize
clocks; an interesting open question is to quantify theoffe
on the algorithm of approximately synchronized clocks.
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